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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Cyber Security (CY BER).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Introduction

Hybrid Key Establishments are constructions that combine a traditional key establishment method, such as elliptic
curve Diffie Hellman [1], with a quantum-safe key encapsulation mechanism, such as Module-L attice-based Key
Encapsulation Mechanism (ML-KEM) [11], into asingle key establishment method. Hybrid key establishments are a
migration technique to move to quantum-safe technology in advance of establishing full security assurancein the
underlying post-quantum cryptographic scheme.

ETSI
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1 Scope

The present document specifies several methods for deriving cryptographic keys from multiple shared secrets. The
shared secrets are established using existing traditional key establishment schemes, like Elliptic Curve Diffie-Hellman
(ECDH) in NIST SP800-56Ar3 [1], and new quantum-safe Key Encapsulation Mechanisms (KEMS).

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] NIST SP800-56Ar3: "Recommendation for Pair-Wise K ey-Establishment Schemes Using Discrete
Logarithm Cryptography”.

[2] IETF RFC 2104: "HMAC: Keyed-Hashing for Message Authentication”.

[3] IETF RFC 5869: "HMAC-based Extract-and-Expand Key Derivation Function (HKDF)".

[4] FIPS PUB 180-4: " Secure Hash Standard (SHS)".

[5] Void.

[6] NIST SP 800-186: "Recommendations for Discrete Logarithm-Based Cryptography: Elliptic
Curve Domain Parameters".

[7] IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve
Generation".

[8] |[ETFE RFEC 7748: "Elliptic Curves for Security”.

[9] NIST SP800-185: "SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash and ParallelHash".

[10] NIST SP800-56Cr2: "Recommendation for Key-Derivation Methods in Key-Establishment
Schemes".

[11] FIPS 203: "Module-L attice-Based K ey-Encapsulation Mechanism Standard”.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.
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https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.180-4.pdf
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The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Y. Dodis, R. Gennaro, J. Hastad, H. Krawczyk, and T. Rabin: "Randomness Extraction and Key
derivation Using the CBC, Cascade, and HMAC Modes", Crypto 04, LNCS 3152, pp. 494-510.
Springer Verlag, 2004.

[i.2] Void.
[i.3] N. Bindel, J. Brendel, M. Fischlin, B. Goncalves, D. Stebila: "Hybrid Key Encapsulation
M echanisms and Authenticated Key Exchange", IACR eprint 2018-903.
[i.4] Void.
[i.5] Simon D. R.: "On the power of guantum computation”, SFCS 94 Proceedings of the 35" Annual

Symposium on Foundations of Computer Science, November 1994, Pages 116-123.

[i.6] Shor P.W.: "Algorithms for quantum computation: discrete |ogarithms and factoring”, SFCS 94:
Proceedings of the 35" Annual Symposium on Foundations of Computer Science,
November 1994, Pages 124-134.

[1.7] NIST CAVP SP 800-56A: "ECC CDH Primitive Test Vectors'.
[1.8] IETF RFC 8734 (2020): "Elliptic Curve Cryptography (ECC) Brainpool Curves for Transport
Layer Security (TLS) Version 1.3". RFC Editor.
[i.9] Void.
[1.10] Kwiatkowski K. (2024): "Post Quantum Cryptography KATS'.
[i.11] Campagna M., Petcher A.: " Security of Hybrid Key Encapsulation”, IACR eprint 2020-1364,
November 2020.
[1.12] Campagna M., Petcher A.: " Security of Hybrid Key Establishment using Concatenation”, IACR
eprint 2023-972, June 2023.
[1.13] Void.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the following terms apply:

asymmetric cryptography: cryptographic system that utilizes a pair of keys, a private key known only to one entity,
and a public key that can be openly distributed without |oss of security

big-endian: octet ordering that signifies "big-end", or most significant octet valueis stored to the left, or at the lowest
storage location

EXAMPLE: The decimal value 108591, which is 0x0001A82F as a hex encoded 32-bit integer, is encoded as a
length 4 octet string as 0001A82F.

cryptographic hash function: function that maps a bit string of arbitrary length to a fixed length bit string (message
digest or digest for short)

NOTE: Hash functions are designed to satisfy the following properties:
1) (One-way) It is computationally infeasible to find any input that maps to any pre-specified output.

2) (Collisionresistant) It is computationally infeasible to find any two distinct inputs that map to the
same output.
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cryptographic key: binary string used as a secret by a cryptographic algorithm
EXAMPLE: AES-256 requires a random 256-bit string as a secret key.
entity: person, device, or system that is executing the steps of a process
NOTE: Steps of one of the processes defined or referenced in the present document.
info: octet string set by the application as additional information

EXAMPLE: An application specific value like an ASCII encoded string,
e.g.info="ETSI_QSHKE TEST VECTORS V_1 2".

key agreement scheme: key establishment procedure in which the resultant secret keying material is afunction of
contributions of the entities participating, such that no entity can predetermine the value of the secret keying material
independently of the other entities contributions

key derivation: processto derive key material from one or more shared secrets
key encapsulation mechanism: set of methods to establish a shared secret key between two parties

key establishment/exchange method: cryptographic procedure by which cryptographic keys are established between
two parties

label: octet string that specifies a separation of use for the instance of the key derivation or exchange, such as arandom
nonce.

message digest/digest: fixed-length output of a cryptographic hash function over a variable length input
octet string: ordered sequence of octets/bytes consisting of 8-bits each

private key: key in an asymmetric cryptographic scheme that is kept secret

public key: key in an asymmetric cryptographic scheme that can be made public without loss of security
public key cryptography: See asymmetric cryptography.

random oracle: theoretical black box that responds to every unique query with a uniformly random selection from the
set of possible responses, with repeated queries receiving the same response

security level: value n for which the best-known attack against breaking the security properties of a cryptographic
algorithm requires 2™n operations.

NOTE: Sometimes also referred to as bit-strength.

shar ed secret: secret value that has been computed using a key-establishment scheme

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Al B The concatenation of binary strings A followed by B
%) A zero-length octet string

[X]n An integer value x expressed as an n-bit integer

[ql The least integer value x greater than or equal to q
len(A) The number of octetsin an octet string A

hash( ) A cryptographic hash function

digest_len The length in octets of a hash function's digest

block len The block length in octets of a hash function's block size
C A ciphertext value created by a KEM

d A private key for eliptic curve cryptography

k A cryptographic secret or key

P/R A public key for an asymmetric cryptographic scheme
psk A pre-shared key

Q A public key for elliptic curve cryptography

ETSI
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sk A private key for an asymmetric cryptographic scheme

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AES Advanced Encryption Standard

CAVP Cryptographic Algorithm Validation Program

CDH Cofactor Diffie-Hellman

CID Ciphersuite | Dentifier

ECC Elliptic Curve Cryptography

ECDH Elliptic Curve Diffie-Hellman

ECDHE Elliptic Curve Diffie-Hellman Ephemeral

HKDF HMAC-based Key Derivation Function

HMAC Hash-based M essage A uthentication Code

IND-CCA INDistinguishability under Chosen-Ciphertext Attacks

IND-CPA INDistinguishability under Chosen-Plaintext Attacks

KDF Key Derivation Function

KEM Key Encapsulation Mechanism

KMAC Keccak Message Authentication Code

LNCS Lecture Notes in Computer Science

MA Message from entity A

MB Message from entity B

ML-KEM Module-L attice-Based Key Encapsulation Mechanism

NIST National Institute of Standards and Technology

OW-CCA One Way Chosen Ciphertext Attack

OW-CPA One-Way Chosen-Plaintext Attack

PRF PseudoRandom Function

QKD Quantum Key Distribution

RSA Rivest, Shamir and Adelman

SP Special Publication

SSH Secure Shell

TLS Transport Layer Security
4 Purpose of quantum-safe hybrid key establishment
4.1 Status of quantum-safe key encapsulation mechanisms

NIST hasinitiated a process of analysing and standardizing one or more new quantum-safe key encapsulation
mechanisms suitabl e to replace traditional key establishment schemes. At the time of the present document, thereis one
FIPS approved standard, FIPS 203 [11].

The present document addresses the following cases:
1) Oneor more key exchange method establishes a shared secret from which randomness extraction is necessary.

2)  Oneor more key exchange method incorporates a hash-based key derivation function prior to use within the
hybrid method defined in the present document.

Quantum-safe hybrid key establishment specified in the present document ensures that the derived key is at least as
secure as the maximum security of the key establishment schemes. The resulting hybrid scheme will remain secure if
one of the key establishment schemes remains secure.

Quantum Key Distribution (QKD) provides an alternative method of establishing a shared secret between two entities
using quantum mechanics. The scope of the present document is limited to elliptic curve Diffie-Hellman and
guantum-safe key encapsulation mechanisms.

ETSI
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5 Architecture for quantum-safe hybrid key
establishment

51 Functional entities

There are two entities defined for quantum-safe hybrid key establishment, an Initiator A that initiates a key
establishment scheme, and a Responder B who responds to the request. The entities communicate over a network
medium.

EXAMPLE: Examples of such mediums are: ethernet, wireless and cellular networks.

Figure 1. Communicating entities A and B

5.2 Information relationships (reference points)

The network media over which the Initiator and Responder communicate will have a packet formatting scheme that
alows the encoding and transmission of octet (byte) strings. The Initiator and Responder will exchange messages,
where each message is an octet string that can span multiple packets. MA denotes a message from A to B, and MB
denotes a message sent from B to A.

A may initiate a hybrid key establishment by the transmission of a message to B. B responds to this message. The
exchange between the entities can consist of a single message or multiple rounds of messages.

MA;

MB,

MA,

MBy

MA

MB

AIKI

Figure 2: Messages exchanged between entities A and B

The transcript of the key establishment is the list of al messages exchanged between A and B, in the sequence order
they were sent:

transcript = (MA1, MB1, MA,, MB;, ... MA,, MBy)

In other embodiments, B may be in possession of authentic public keys belonging to A. The exchange of messages may
consist solely of messages from B to A.

ETSI
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6 Introductory information

6.1 Introduction

Quantum-safe hybrid key establishment combines atraditional key establishment scheme, like ECDH and a quantum-
safe Key Encapsulation Mechanism (KEM). Hybrid key establishment schemes specified in the present document use
two or more shared secrets to derive cryptographic key material using a key derivation function. The key derivation
functions for hybrid key establishment specified in the present document provide both the key expansion property and
random extraction as per Crypto 04, LNCS 3152 [i.1].

6.2 Notation

6.2.1 Radix

The prefix "0x" indicates hexadecimal numbers.

6.2.2  Conventions
The assignment operator "=", as used in several programming languages.
<variable> = <expression>
means that <variable> assumes the value that <expression> had before the assignment took place. For instance:
X=X+y+3
means:

(new value of x) becomes (old value of x) + (old value of y) + 3.

6.2.3 Bit/Byte ordering

All data variables are represented with the most significant bit (or byte) on the left-hand side and the least significant bit
(or byte) on the right-hand side. Where avariable is broken down into a number of sub-strings, the left most (most
significant) sub-string is numbered 0, the next most significant is numbered, 1 and so on, through to the least
significant.

EXAMPLE: An n-bit MESSAGE is subdivided into 64-bit substrings Mo, M1, ..., M; so if the message is:
0x0123456789A BCDEFFEDCBA 987654321086545381A B594FC28786404C50A37 ...
then:

Mo = 0x0123456789ABCDEF

M1 = OXFEDCBA9876543210

M, = 0x86545381AB594FC2

M3 = OX8786404C50A37...
6.2.4 Integer encoding

Integers are represented in the bit/byte ordering defined in clause 6.2.3. The most significant bit (or byte) on the
left-hand side and the least significant bit (or byte) on the right-hand side.

EXAMPLE: A 32-bit integer of the value | = 37 is encoded as:
| = 0x00000025

NOTE: Thisisbig-endian or network byte ordering.
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7 Cryptographic primitives

7.1 Hash functions (hash)

A hash function maps an arbitrary length bit string (input) to afixed length (digest_len) octet string output (digest):
digest = hash(input)

Approved hash functions for the purpose of the present document shall be limited to those in the following list:

. SHA-256, SHA-384 as defined in FIPS PUB 180-4 [4].

7.2 Context formatting function (f)

7.2.1 Context formatting function (f) description

The context formatting functions used in the present document take a list of inputs and return an octet string. A generic
calling interface to the context function f used in the present document is defined in the present clause:

context = f(vall, val2,...)
where the parameters and output shall be defined as follows.
Input:
valy, valy, ..., val, - an ordered sequence of octet strings each of length less than 2% octets, where n > 0.
Output:

context - an octet string representing the context value.

7.2.2 Concatenate-based context formatting function

The present clause defines a concatenate-based context formatting function. The concatenate-based context formatting
function takes an ordered sequence of octet strings and converts them into alength-delimited single octet string. The
concatenate-based context formatting function f has the following calling interface:

context = cb_f(valy, valy, ...)
where the parameters, procedure and output shall be as follows.
Input:
valy, valy, ..., val, - an ordered sequence of octet strings each of length less than 2% octets, where n > 0.
Process:
1) Setcontext= &
2) Fori=1,..n
a)  Setlen = len(val)), returnsthe length of val; in octets.
i) Ifleni > 2% -1, return error.
ii) L= [len]s - a32-bit integer value expressed as 4 octets.
b)  Set context = context || Li || val;.

3) Return context.
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Output:
context - an octet string representing the context value or an error.

The concatenate-based formatting function is designed to be used in conjunction with the KMAC variety of KDFs.
HKDF implementations do not perform efficiently when instantiated with a concatenate-based context formatting
function. The context value is passed as the 'info’ input to the HKDF function. See OpenSSL's documentation on length
limits for context - https://www.openssl.org/docsmani.1.1/man3/EVP PKEY CTX_addl hkdf info.html. IETF

RFC 5869 [3] does not limit the length of the ‘info’ input value; however, for efficiency reasons, it is recommended to
keep the length relatively short sinceit is processed through a hash function in every execution of HKDF expand step.

7.2.3 Concatenate-and-hash-based context formatting function

The present clause defines a concatenate-and-hash context formatting function. The concatenate-and-hash context
formatting function takes an ordered sequence of octet strings and converts them into alength delimited octet string.
The concatenate-and-hash-based context formatting function f has the following calling interface:

context = cahb_f(valy, valy, ...)
where the prerequisite, parameters, procedure and output shall be as follows.
Prerequisite:

hash - an approved hash function as per clause 7.1 that produces a digest_len-length string of octets (digest_lenin {32,
48}).

Input:
valy, valy, ..., val, - an ordered sequence of octet strings each of length less than 2% octets, where n > 0.
Process:
1) Setbuffer = &
2) Fori=1,..,n
a)  Setlen; = len(val;), returns the length of val; in octets.
i) Ifleni> 2%2- 1, return error.
ii) L= [len]s2 - a32-bit integer value expressed as 4 octets.
b)  Set buffer = buffer || L; || vali.
3)  Set context = hash(buffer).
4)  Return context.
Output:
context - adigest_len octet string representing the context value or an error.

NOTE: In practice, the concatenate-and-hash based context format function may save memory allocation, and
make use of the context value more efficiently if there are cases where it is used iteratively.

ETSI


https://www.openssl.org/docs/man1.1.1/man3/EVP_PKEY_CTX_add1_hkdf_info.html

14 ETSI TS 103 744 V1.2.1 (2025-03)

7.3 PseudoRandom Function (PRF)

7.3.1 PRF description

A PseudoRandom Function generates output from arandom (or secret) seed such that the output is computationally
indistinguishable from truly random output. A generic calling interface to the PRF used in the present document is
defined in the present clause:

output = PRF(secret, val4, valy, ...)
where the parameters and output shall be defined as follows.
I nput:
secret - an octet string that constitutes the input for the pseudorandom function.
valy, valy, ..., val, - an ordered sequence of octet strings each of length less than 2% octets, where n > 0.
Output:
output - the pseudorandom output, length dependent on the primitive used in the PRF.

Approved PRF functions for the purpose of the present document shall be limited to HMAC asdefined in IETF
RFC 2104 [2] with a SHA2 hash function from clause 7.1, or KMAC128 or KMAC256 as defined in
NIST SP800-185[9].

7.3.2 PRF to HMAC mapping

This clause specifies a mapping from the PRF definition to HMAC with a specified hash function.

HMAC shall be as defined in IETF RFC 2104 [2] with an approved SHA2 hash function from clause 7.1 and has a
calling interface:

output = HMAC(secret, data)

where the prerequisite, parameters, and output shall be defined as follows.
Prerequisite:
cahb_f - a context formatting function as defined in clause 7.2.3.
Input:
secret - an octet string that constitutes the input for the pseudorandom function.
data - an octet string that isincluded in the HMAC.
Output:
output - pseudorandom output of afixed length (of the underlying hash function).
The mapping shall be defined as follows:

output = PRF (secret, vals, valy, ...) = HMAC(secret, cahb_f(valy, valy, ...)).

7.3.3 PRF to KMAC mapping

This clause specifies a mapping from the PRF definition to KMAC function, KMAC128 or KMAC256. KMAC shall be
asdefined in NIST SP800-185 [9] and has a calling interface:

output = KMAC(K, X, L, S

where the prerequisite, parameters, and output shall be defined as follows.
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Prerequisite:
cb_f - acontext formatting function as defined in clause 7.2.2.
I nput:
K - akey bit string of any length, at least security strength in length.
X - aninput bit string of any length.
L - isan integer representation of the output length in bits.
S-isan optional customization bit string of any length.
Output:
output - pseudorandom output of bit length L.
The mapping shall be defined as follows:
output = PRF (secret, valy, valy, ...) = KMAC (secret, cb_f(vali, valy, ...), kmac_outlen, &),

where kmac_outlen is set to 32 or 48 octets for KMAC128 and KMAC256, respectively, corresponding to the minimum
security level of the underlying key establishment schemes, and & represents an empty octet string.

If asecret valueis not specified or isthe empty string, then a secret value of a zero string of 164 octets shall be used for
KMAC128, and a secret value of a zero string of 132 octets shall be used for KMAC256. This shall only happen in the
case when a psk is hot used in the cascade combiner, see clause 8.3.3.

7.4 Key Derivation Functions (KDFs)

7.4.1 KDF description

The key derivation functions used in the present document are derived from PRFs. A generic calling interface to the
KDFs used in the present document is defined in the present clause:

key material = KDF(secret, label, context, length)
where the parameters and output shall be defined as follows.
I nput:
secret - an octet string that constitutes the input for the key derivation function.

label - an optional octet string that specifies a separation of use for the instance of the key derivation or exchange, such
as arandom nonce.

context - an octet string that constitutes an input for the key derivation function. It may include identity information
specific to the entities deriving keys or exchanged messages.

length - the length in octets of the derived keying material.
Output:
key _material - the derived keying material of length length.

Approved KDF functions for the purpose of the present document shall be limited to HKDF as defined in IETF
RFC 5869 [3] with an approved SHA2 hash function from clause 7.1, or KMAC128 or KMAC256 as defined in NIST
SP800-185 [9].

NOTE: The KDFs selected for this specification are based on meeting the random oracle property used in the
security proof [i.12], and their availability in existing cryptographic modules.
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7.4.2 KDF to HKDF mapping
This clause specifies a mapping from the KDF definition to HKDF with a SHA2 hash function from clause 7.1.
HKDF shall be as defined in IETF RFC 5869 [3] and has a calling interface:
key material = HKDF(secret, salt, info, length)
where the parameters and output shall be defined as follows.
Input:
secret - an octet string that constitutes the input for the key derivation function. It shall be present.

salt - optional salt value (a non-secret random value); it may be present. If it isnot present it shall be set to adigest_len
octet string of zero values. The digest_len is defined by the underlying hash function.

info - an octet string that contains application specific information. It may be a zero-length string.
length - the length in octets of the derived keying material. It shall be present.

Output:

key_material - the derived keying material of length length.

The mapping shall set salt = label, and info = context, as follows:

key material = KDF(secret, label, context, length) = HKDF(secret, label, context, length).

7.4.3 KDF to HMAC mapping

This clause specifies a mapping from the KDF definition to an HMAC implementation of the NIST SP800-56Cr2 [10]
One step Key Derivation Function using HMAC. HMAC shall be as defined in IETF RFC 2104 [2] with an approved
SHA2 hash function from clause 7.1 and has a calling interface:

output = HMAC(secret, data)
where the prerequisite, parameters, and output shall be defined as follows.
Input:
secret - an octet string that congtitutes the input for the pseudorandom function.
data - an octet string that isincluded in the HMAC.
Output:
output - pseudorandom output of afixed length (of the underlying hash function).

The mapping shall set the secret = label and data = counter || secret || context, where HMAC(label, counter || secret ||
context) isiteratively executed to generate at least length output octets, with a 32-hit counter value. The streamed output
istruncated (if needed) to output key material of exactly length-octets. The mapping adheres to the following process.

Process:
1) Letn=/length/digest_len/
2) Ifn> 2%2-1returnerror.
3) If len(secret || context) > (block len - 4) return error.
4)  Set buffer = &.
5)  For counter = 1ton.

a)  Set buffer = buffer || HMAC(label, [ counter] . || secret || context), [ counter] 3> a 32-bit integer value
expressed as 4 octets.
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6) Set key material = left most length-octets of buffer.
7)  Return key material.

If alabel valueis not specified, then alabel value of a zero string of block_len octets shall be used.

7.4.4 KDF to KMAC mapping

This clause specifies a mapping from the KDF definition to KMAC implementation of the NIST SP800-56Cr2 [10] One
step Key Derivation Function using KMAC128 or KMAC256. KMAC shall be as defined in NIST SP800-185 [9] and
has a caling interface:

key_material = KMAC(K, X, L, S
where the parameters and output shall be defined as follows.
I nput:
K - akey bit string of any length, at least security strength in length.
X - aninput bit string of any length.
L - isan integer representation of the output length in bits.
S-isan optional customization bit string of any length.
Output:
key _material - the derived keying material of bit length L.
The mapping shall set K = label, X = counter || secret || context and L = length x 8, asfollows:
key material = KDF(secret, label, context, length) = KMAC(label, counter || secret ||context, length x 8, "KDF"),
with big-endian 4-byte unsigned integer counter = 0x00000001.

If alabel valueis not specified, then alabel value of azero string of 164 octets shall be used for KMAC128, and alabel
value of a zero string of 132 octets shall be used for KMAC256, as specified in NIST SP800-56Cr2 [10].

NOTE 1: This specification requires the lengths of the bit strings K, X and Sto be multiples of 8.

NOTE 2: The requirement that S="KDF" is part of the NIST SP800-56Cr2 [10] requirement on the use of KMAC
as akey derivation function.

7.5 Elliptic Curve Diffie-Hellman (ECDH)

7.5.1 ECDH description

One of the key-establishment schemes shall be Elliptic Curve Diffie-Hellman defined in clause 5.7.1.2 of NIST
SP800-56Ar3 [1]. A shared secret k is computed between two entities over the same elliptic curve domain parameters.
The key-establishment scheme, for a given set of elliptic curve domain parameters, consists of apair of algorithms:

o ECKeyGen( ), a probabilistic algorithm that returns a private and public key pair (d, Q).

o ECDH(da, Qg), a deterministic algorithm that takes da, entity A's private key, and Qg, entity B's public key, as
input and computes a shared secret k, or L an error indicator.

Similarly, party B computes the same shared secret by computing ECDH(dg, Qa).
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7.5.2 Elliptic curve domain parameters
The elliptic curve parameters used shall be one of the following:

. NIST P-384/secp384r1 defined in clause G.1.3 of NIST SP 800-186 [6].

NIST P-256/secp256r1 defined in clause G.1.2 of NIST SP 800-186 [6].
e  brainpoolP384r1 defined in clause 3.6 of IETF RFC 5639 [7].

. brainpool P256r1 defined in clause 3.4 of IETF RFC 5639 [7].

e  Curved48 defined in clause 4.2 of IETF RFC 7748 [8].

e  Curve25519 defined in clause 4.1 of IETF RFC 7748 [8].

7.6 Key Encapsulation Mechanisms (KEMSs)

7.6.1 KEM description

The present clause specifies the basic properties of a Key Encapsulation Mechanism (KEM) as atuple of algorithms
(KEMKeyGen, Encaps, Decaps) associated with a key space K:

. KEMKeyGen( ), a probabilistic agorithm that returns a private and public key pair (sk, P), or L an error
indicator.

. Encaps(P), a probabilistic algorithm that takes a public key P asinput and outputs a cryptographic key from
the key space K and an associated ciphertext encapsulation using the public key P, denoted by (k, C), or L an
error indicator.

. Decaps(sk, C), a deterministic algorithm that takes a private key sk and ciphertext C asinput and outputs a
cryptographic key k from the key space K, or aregection key K'.

All KEMs shall provide OW-CPA security (see annex B).

7.6.2 Post-quantum KEMs

The present clause specifies the basic properties of post-quantum KEMs as a tuple of algorithms. All post-quantum
KEMs shall expose atuple of agorithms matching the KEM properties defined in clause 7.6.1. The current list of
approved post-quantum KEMss consists of the FIPS-approved ML-KEM [11].

7.7 Primitive parameter sets

7.7.1 Parameter set description

The present clause specifies a parameter set. Parameter sets consist of tuples of specific choices for a key derivation
function, elliptic curve Diffie-Hellman and quantum-safe key encapsulation mechanism instances. Parameters sets of
are denoted KDF_CURVE_KEM.

The following clause restricts the parameter setsto enable greater interoperability.

The PRF and context formatting function are defined from the KDF function. When the KDF isinstantiated as
HKDFwHash or HM ACwHash, the PRF shall be HMAC and the context formatting function will be cahb_f with the
same hash function. When the KDF is KMACH, the PRF shall be KMAC# and the context formatting function will be
cb_f.
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7.7.2 Parameter sets

The present clause specifies sets of primitives. The parameter sets are defined by atriple, akey derivation mechanism, a
first key establishment scheme, and a second key establishment scheme. An implementation shall use one of the
following parameter sets.

HKDFwSHA256_P256_ML-KEM-512,
HKDFwWSHA256_ X25519 ML-KEM-512,
HKDFwSHA256_PBP256_ML-KEM-512,
HMACwWSHA256_P256_ML-KEM-512,
HMACwWSHA256_ X25519_ML-KEM-512,
HMACwSHA?256_PBP256_ML-KEM-512,
KMAC128_P256_ML-KEM-512,
KMAC128_ X25519 ML-KEM-512,
KMAC128_ PBP256_ML-KEM-512,

HKDFwWSHA256_P256_ML-KEM-768,
HKDFwWSHA256_ X25519 ML-KEM-768,
HKDFwWSHA256_ PBP256_ML-KEM-768,
HMACwWSHA256_P256_ML-KEM-768,
HMACwWSHA256_ X25519_ML-KEM-768,
HMACwSHA256_ PBP256_ML-KEM-768,
KMAC128_P256_ML-KEM-768,
KMAC128_ X25519 ML-KEM-768,
KMAC128_ PBP256_ML-KEM-768,

HKDFwSHA384 P384 ML-KEM-768,
HKDFWSHA384 X448 ML-KEM-768,
HKDFwSHA384_PBP384 ML-KEM-768,
HMACWSHA384 P384 ML-KEM-768,
HMACWSHA384 X448 ML-KEM-768,
HMACWSHA384 PBP384 ML-KEM-768,
KMAC256_P384 ML-KEM-768,
KMAC256_ X448 ML-KEM-768,
KMAC256_ PBP384_ML-KEM-768,
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HKDFwWSHA384 P384 ML-KEM-1024,
HKDFwWSHAS84_ X448 ML-KEM-1024,
HKDFwWSHA384 PBP384 ML-KEM-1024,
HMACwWSHA384_P384 ML-KEM-1024,
HMACWwWSHA384 X448 ML-KEM-1024,
HMACwWSHA384_ PBP384 ML-KEM-1024,
KMAC256_P384_ML-KEM-1024,
KMAC256_ X448 _ML-KEM-1024,
KMAC256_ PBP384_ML-KEM-1024.

8 Hybrid key establishment schemes

8.1 General

8.1.1 Key establishment abstraction

The present clause specifies how to combine two or more key establishment schemes into a hybrid key establishment
scheme, under the assumption that all KEM schemes provide at least OW-CPA security.

NOTE: A KEM that provides IND-CPA or IND-CCA also provides OW-CPA. (See annex B for additional
details.)

A key establishment mechanism consists of three functions:
. KeyGen( ), akey generation function that produces a private key sk and public key P;

o ResponseFunc(P), a responder function which produces a shared secret k and response value R, or L an error
indicator;

. ReceiveFunc(sk, R), areceiving function on the private key sk and the response value R to compute the shared
secret k, or L an error indicator.

If ResponseFunc returns an error indicator, B shall respond with an error message and terminate the process.
If A receives an error message from B, or if ReceivelFunc returns an error indicator, A shall terminate the process.

A (Initiator) B (Responder)

(sk, P) €< KeyGen()

MA = (P, ..) MA

v

(k, R) or L €< ResponseFunc(P)
MB = (R, ...) or error message

MB

A

k or L = ReceiveFunc(sk, R)

Figure 3: Key establishment abstraction

MA - shall be an octet string containing an encoding of one or more exchanged public keys from Initiator to Responder.
MA may include session negotiation information.
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MB - shall be an octet string containing an encoding of one or more response values. MB may include session
negotiation information.

M essages shall be protected from unauthorized modification. Messages may be protected using digital signatures from a
signing key associated with the sender's identity signed by atrusted third-party certificate authority.

Collectively such an instance of akey establishment is named a key establishment transaction.

Thisis designed to support the major use case of ECDHE with a quantum-safe KEM. Functional mappings between the
naming convention and the calling abstractions are provided in clauses 8.1.2 and 8.1.3.

8.1.2 Key establishment abstraction to ECDHE
This clause specifies the mapping of the key establishment abstraction interface to ECDHE:
(sk, P) = KeyGen( ) = ECKeyGen( ).

The ResponseFunc shall be a combination of the ECKeyGen( ) function and the ECDHY( ) function as follows.
ResponseFunc(P):

1) (K, R) = ECKeyGen().

2)  korL=ECDH(sK, P).

3) Return(k, R)or L.
The final ReceivelFunc shall be the ECDH( ) function, k or L. = ReceiveFunc(sk, R) = ECDH(sk, R), where Risthe
public key (point) of the Responder sent in the message MB.
8.1.3  Key establishment abstraction to KEM
This clause specifies the mapping of the key establishment abstraction to a KEM:

(sk, P) = KeyGen( ) = KEMKeyGen( ).

The ResponseFunc shall be the Encaps( ) function, (k, C) or L = ResponseFunc(P) = Encaps(P).

The ReceiveFunc shall be the Decaps( ) function, k or L = ReceiveFunc(sk, C) = Decaps(sk, C), where C isthe
ciphertext value, generated by the Responder and sent in the message MB.

8.2 Concatenate hybrid key establishment scheme

8.2.1 Concatenate hybrid key establishment scheme - ephemeral
This clause specifies the concatenate hybrid key establishment scheme using ephemeral keys. The key establishment

description of Figure 3 is extended to exchange a pair of public keysin a single message and multiple response val ues
in asingle message. The concatenate hybrid key establishment scheme is constructed as depicted in Figure 4.
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A (Initiator) B (Responder)

(ski, P1) = KeyGena()

(skz, P2) = KeyGenz()

MA = (P1, P2, ...) MA -
g (k1, R1) or L = ResponseFunci(P1)
(k2, R2) or L = ResponseFuncz(Pz)
MB = (R1, Rz, ...) or error message
MB

A

k1 or L = ReceiveFunci(ski, R1)
k2 or 1 = ReceiveFuncz(skz, R2)

key_material = CatKDF( ... ) key_ material = CatKDF( ... )

Figure 4. Concatenate hybrid key establishment - ephemeral

If any ResponseFunc; returns an error indicator, B shall respond with an error message and terminate the process.

If A receives an error message, A shall terminate the process. If any ReceiveFunc; returns an error indicator, A shall
terminate the process.

MA - shall be an octet string containing an encoding of exchanged public keys P; from Initiator to Responder. MA may
include session negotiation information, such as label contribution values.

MB - if MB is not an error message, it shall be an octet string containing an encoding of the response values R.. MB may
include session negotiation information, such aslabel contribution values.

M essages shall be protected from unauthorized modification. Messages may be protected using digital signatures from a
signing key associated with the sender's identity signed by atrusted third-party certificate authority.
8.2.2 Concatenate hybrid key establishment scheme - static

This clause specifies the concatenate hybrid key establishment scheme using static keys. The key establishment
description of Figure 3 is modified to obtain a pair of static public keysin atrusted manner in a single message and a
pair of response valuesin a single message. The roles of Initiator and Responder are replaced with Recipient and
Sender. A hybrid key establishment scheme using static keysis constructed as depicted in Figure 5.
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A (Recipient) B (Sender)

(ski, P1), (skz, P2), ...

MA = (P1, P2, ...) Obtain authentic static public keys
_______________________________________ > MAz(Pl, P2l )

(k1, R1) or L ¢ ResponseFunci(P1)
(k2, R2) or L < ResponseFuncz(P2)
MB = (R1, Rz, ...) or error message

MB

A

ki or 1 = ReceiveFunci(ski, R1)
k2 or 1L = ReceiveFuncz(skz, R2)

key_material = CatKDF(...) key_material = CatKDF(...)

Figure 5: Concatenate hybrid key establishment - static

If any ResponseFunc; returns an error indicator, B shall terminate the process.
If any ReceiveFunc; returns an error indicator, A shall terminate the process.

MA - Prior to or during the key-establishment, the Sender (B) receives Recipient's (A's) static public keys and additional
values such as labelsin atrusted manner.

MB - if MB is not an error message, it shall be an octet string containing an encoding of the response values R.. MB may
include session negotiation information. In the case where more than two key establishment schemes are being used,
MB shall contain all of the corresponding public keys and ciphertexts.

M essages shall be protected from unauthorized modification. Messages may be protected using digital signatures from a
signing key associated with the sender's identity signed by atrusted third-party certificate authority.

8.2.3 Concatenate hybrid key combiner - CatKDF

This clause specifies the concatenate hybrid key combiner using the concatenate KDF CatK DF, as denoted in Figure 4
and Figure 5.

The CatK DF(') mode shall be defined as follows:
Fixed values:
KDF - The key derivation function being used from clause 7.4.

f - A context formatting function being used from clause 7.2. When KDF is instantiated as HKDF with hash, the
underlying hash function is applied to the concatenate-and-hash context formatting function.

k_len - aninteger value denoting the length of keys such as psk; k_lenisdigest_len when CatK DF is instantiated with
HKDF or HMAC and kmac_outlen when CatKDF isinstantiated as KMAC. kmac_outlen is set to 32 or 48 octets for
KMAC128 and KMAC256, respectively.

Input:

psk - a pre-shared secret key of length k_len. It may be present. If not present, this value shall be the empty octet string,
.

(ka, k2) - a pair of octet strings containing shared secrets ki, derived through a hybrid key establishment, see Figure 4
and Figure 5.

MA, MB - octet string of a pair of exchanged messages in establishment of the shared secrets k;.
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info - an optional octet string set by the application as additional information.

label - an optional octet string that specifies a separation of use for the instance of the key establishment. The label
values should be constructed from exchanged label contribution valuesin messages MA and MB. If alabel valueis used
it shall be of afixed agreed length. Any labels used in the key derivation function should not be provided as an
argument to the same hash function for another purpose in the application.

length - the length in octets of the derived key material key_material.
Process:
1) Formsecret = psk|| ki || ke.
2) Set context = f(info, MA, MB), where f is a context formatting function.
3) key material = KDF(secret, label, context, length).
4) Return key material.
Output:
key material - derived key material.

An implementation shall fix the order of the shared secrets ki according to the order of the key establishment schemes
defined in clause 7.7.2.

A pre-shared key, psk, for this method may be established using key material from a previous session or an aternative
key-establishment method like QKD.

8.3 Cascade hybrid key establishment scheme

8.3.1 Cascade hybrid key establishment scheme - ephemeral
This clause specifies the cascade hybrid key establishment scheme using ephemeral keys. The key establishment

description of Figure 3 is extended to exchange multiple public keys in different messages and multiple response val ues
in different messages. The cascade hybrid key establishment scheme is constructed as depicted in Figure 6.
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A (Initiator) B (Responder)

(ski, P1) = KeyGena()

MA: = (Py,...) MA1

»
»

(k1, R1) or L = ResponseFunci(P1)

MB: = (Ry, ...) or error message

MB1

A

ki or L = ReceiveFunci(ski, R1)

(skz, P2) = KeyGenz() MA2

»

MAz = (P2, ...) (k2, R2) or L = ResponseFuncz(P2)
MB:2 = (Rz, ...) or error message

MB:

A

k2 or 1 = ReceiveFuncz(skz, R2)

key_material = CaskDF(...) key_material = CaskDF(...)

Figure 6: Cascade hybrid key establishment - ephemeral

If any ResponseFunc; returns an error indicator, B shall return an error message and terminate the process.

If A receives an error message from B, A shall terminate the process. If any ReceiveFunc; returns an error indicator, A
shall terminate the process.

MA, - shall be an octet string containing an encoding of exchanged public key P; from Initiator to Responder. MA; may
include session negotiation information, such as label contribution values.

MB; - shall be an octet string containing and encoding of the response value R.. MB; may include session negotiation
information, such aslabel contribution values.

Messages shall be protected from unauthorized modification. Messages may be protected using digital signatures from a
signing key associated with the sender's identity signed by a trusted third-party certificate authority.

8.3.2 Cascade hybrid key establishment scheme - static

This clause specifies the cascade hybrid key establishment scheme using static keys. A hybrid key establishment
scheme using static keysis constructed as depicted in Figure 7.
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A (Initiator) B (Responder)

(ski, P1), (skz, P2), ...

MA1 = (Py, ...), MA2 = (P2, ...)
(k1, R1) or L ¢ ResponseFunci(P1)
MB1 = (R, ...) or error message
(k2, R2) or L < ResponseFuncz(P2)
MB:2 = (Rz, ...) or error message

MB1, MB2

A

k1 or 1L = ReceiveFunci(ski, R1)
k2 or 1. = ReceiveFuncz(skz, R2)

key_material = CaskDF(...) key_material = CaskKDF(...)

Figure 7: Cascade hybrid key establishment - static

If any ResponseFunc; returns an error indicator, B shall terminate the process.
If any ReceiveFunc; returns an error indicator, A shall terminate the process.

MA; - Prior to or during the key-establishment, the Sender (B) receives Recipient's (A's) static public keys and
additional values such aslabelsin atrusted manner.

MB; - if MB; is not an error message, it shall be an octet string containing an encoding of the response values R.. MB;
may include session negotiation information such as label contribution values.

Messages shall be protected from unauthorized modification. Messages may be protected using digital signatures from a
signing key associated with the sender's identity signed by a trusted third-party certificate authority.

8.3.3  Cascade hybrid key combiner - CasKDF

This clause specifies the cascade hybrid key combiner using the cascade KDF CasK DF(), as denoted in Figure 6 and
Figure 7.

The CasK DF() mode shall be defined as follows.
Fixed values:
KDF - the key derivation function being used from clause 7.4.

PRF - the PRF function being used from clause 7.3. When KDF isinstantiated as HK DF or HMAC with hash, the
underlying hash function is applied to the concatenate-and-hash context formatting function.

k_len - aninteger value denoting the length of intermediate keys such as psk, chain_secret;, and round_secret;; k_lenis
digest_len when CasKDF isinstantiated with HKDF or HMAC and kmac_outlen when CasKDF is instantiated as
KMAC. kmac_outlen is set to 32 or 48 octets for KMAC128 and KMAC256, respectively.

Input:

psk - a pre-shared secret key of length k_len. It may be present. If not present this value shall be the empty octet string,
D.

(ka, ko) - apair of octet strings containing shared secrets ki, derived through key establishment mechanisms, see Figure 6
and Figure 7.

MA,, MB; - octet strings of exchanged messages in establishment of the shared secret k;, for eachi = 1,2.
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info; - an optional octet string set by the application as additional information to establish secret i.

label; - an optional octet string that specifies a separation of the instance of the key establishment. The label value
should be constructed from exchanged label contribution values in messages MA; and MB,. If alabel valueisused it
shall be of afixed agreed length. Any labels used in the key derivation function should not be provided as an argument
to the same hash function for another purpose in the application.

length; - alength value for intermediate and final key materia fori = 1, 2.
Process:
1) chain_secrety = psk, ak _len value or the empty string, &.
2) Fori=1,2
@) round_secret; = PRF(chain_secretii, ki, MA;, MB).
b) chain_secret; || key_materiali = KDF(round_secret;, label;, info;, k_len + length;).
3) Returnchain_secret;, chain_secret,, and key_material1, key_material,.
Output:
key material; and key_material, - a pair of intermediate and final keys of length length; and length..
chain_secret; and chain_secret, - apair of chain secrets of length k_len.
The KDF is run twice, with each time injecting the shared secret from the next key establishment.
The intermediate key material, key_material; may be used in the exchange of messages MA; and MB,.

Implementations shall fix the order of key establishment schemes in the exchanged messages in MA; and MB; according
to the order of the key establishment schemes defined in clause 7.7.2.

A pre-shared key, psk, for this method may be established using a key material from a previous session or an aternative
key-establishment method like QKD.
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Annex A (informative):
Background

A.1  Quantum computing threats to traditional key
exchange protocols

Quantum computing, first conjectured by Richard Feynman in 1982, has progressed to small-scale limited quantum
computing. In contrast to the classical computing paradigm, where the basic computational unit isthe "bit" - atwo-level
system which can hold either avalue of '0" or '1', quantum computing represents a new paradigm of computation which
harnesses the fundamental laws of quantum mechanicsto perform computations on basic units called

"qubits" - two-level quantum mechanical systems.

The laws of quantum mechanics are strikingly different from the familiar laws of Newtonian mechanics. For example,
qubits are allowed to bein linear "superpositions' of the 0 and 1 states, in which the qubit can be seen as "holding both
thevalue at '0' and '1' at the same time". Such an analogy is not precisely correct, as coherent superpositions cannot be
really interpreted as a quantum system having two states at once; quantum superpositions are an intrinsic feature of
guantum mechanics with no direct analog in classical physics. Note also that quantum superpositions are fundamentally
different from classical fuzzy statesin which abit can be in the state '0" with probability p and state '1' with probability
1-p. Qubits can also "interfere" with each other, in away that is similar to how waves interfere. Moreover, two or more
qubits can be "entangled" with each other, i.e. correlated stronger than any classical systems can ever be. The quantum
state of n qubitsis described by 2" complex numbers (amplitudes). Therefore, classically simulating n qubits requiresin
general an exponential amount of storage (and time) and is not feasible for large n. Quantum computers take advantage
of quantum mechanical laws and features of superposition, interference and entanglement to manipulate the state of

n qubits "at once", allowing for novel quantum algorithms that can, in some cases, provide significant speedups when
compared to their classical counterparts.

In 1994, Peter Shor showed how to utilize Simon's Algorithm [i.5] for the hidden subgroup problem, to factor large
semiprimes and solve the discrete log problem [i.6]. Shor's algorithm effectively breaks finite field and elliptic curve
discrete-log-based, and integer-factorization-based cryptosystems, like ECC, and RSA. However, alarge-scale,
fault-tolerant quantum computer would be required to use Shor's algorithm to break cryptographically relevant instances
of ECC and RSA. There are a number of challengesin building one. While progressis routinely made on these
challenges, it is far from certain that alarge-scale fault-tolerant quantum computer will be constructed.

Cryptographic engineering is fundamentally based on understanding the probability of abreak in a cryptographic
primitive and weighing that against the value of the information that primitive is used to protect. For instance, the
probability that an adversary can guess a 128-bit key is 1/2'?8, and that information might protect the confidentiality of
an individual's credit card information during a financial transaction.

Many encrypted communications are negotiated using asymmetric key establishment agreement schemes like ECC and
RSA, e.g. TLS, IPSec, SSH. When viewed through the lens of traditional cryptographic engineering the probability of a
large-scal e quantum computer being available during the confidentiality lifespan requirement of these sessions exceed
the probability that many organizations have historically been willing to tolerate.

Similar to the transition from RSA to ECDHE that provided perfect forward secrecy, quantum-safe KEMs promise to
deliver quantum forward secrecy - the property of akey establishment protocol that gives assurances the session keys
will not be compromised even if the adversary has alarge-scale fault tolerant quantum computer.

A.2  Rationale for quantum-safe hybrid key establishment

Today, the existing key exchanges are at risk from a future adversary with a quantum computer. Assurances that the
best-known attacks on the proposed quantum-safe KEMs are not sufficient to warrant sole reliance on for confidential
communication channels. A critical factor in evaluating the security of a cryptographic primitiveis not solely the
complexity of the best-known attack and the probability of its success, it is aso the assurance that no other attack will
be discovered. The cycle of analysis, publish, disseminate required to build assurance for new cryptographic schemes
cannot be done in parallel and subsequently takes time for this cycle to repeat.
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The proposed post-quantum KEMs have not reached alevel of assurance or community agreement that warrants a final
selection for standardization and reliance as a single technique to provide confidentiality. Quantum-safe hybrid key
establishment schemes pair a high-assurance but quantum-vulnerable key exchange with a potentially quantum-safe key
encapsulation mechanism to obtain the best possible key exchange. In addition to providing potential quantum-safety
this approach allows for the design of new cryptographic protocols and applications that are tuned to the new bandwidth
and computational requirements of quantum-safe key establishment.
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Annex B (informative):
Security consideration

B.1  Security definitions

A key exchange scheme is secure according to Indistinguishability under Chosen-Plaintext Attack (IND-CPA) if an
adversary that is given al of the public information from an exchange (e.g. MA, MB) is unable to distinguish the
resulting key from a key selected independently at random. A key exchange scheme is One Way under
Chosen-Plaintext Attack (OW-CPA) if an adversary that is given al of the public information from an exchange

(e.0. MA, MB) is unable to produce the resulting key. These definitions apply to computationally bounded adversaries,
and the adversary is allowed to succeed with some small probability.

The CatK DF and CasK DF schemes are IND-CPA secure in the random oracle model aslong as at least one underlying
scheme is OW-CPA. However, for use cases that require a static key a stronger security property, Indistinguishability
under Chose-Cipher Attacks (IND-CCA), isrequired.

A key exchange scheme is IND-CCA if the scheme is IND-CPA and that the adversary is given access to a decryption
oracle on any ciphertexts except one associated with the challenge ciphertext and is unable to distinguish the resulting
key from a key selected independently at random. Similarly, a scheme is One Way under Chosen Ciphertext Attack
(OW-CCA) if the adversary has access to the decryption oracle on any ciphertext except one associated with the
challenge ciphertext and is unable to produce the resulting key.

The CatK DF schemes are IND-CCA secure in the random oracle model as long as at least one of the underlying
schemes is One Way under Chosen-Ciphertext Attacks (OW-CCA).

There are additional security properties that may be desirable for a key exchange scheme, for instance, key compromise
impersonation security or unknown key share security. The present document makes no security assertions beyond the
IND-CPA and IND-CCA security in the random oracle model. In this regards, a prudent interpretation of the hybrid key
exchanges defined in the present document isto consider them as hybrid KEMs.

For detailed security definitions, and proofs, see[i.11] and [i.12]. Alternate constructions suitable for TLS with security
proofs can be found in [i.3].
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Annex C (informative):
Message Encoding for Test Vector Generation

C.1 Message Formatting Function for Test Vector
Generation

This clause defines a message formatting function. It is the formatting used to generate the test vectorsin Annex D. The
message formatting function takes a ciphersuite identifier (cid), and an ordered sequence of octet strings, and converts
them into a delimited octet string. The message construction function has the following calling interface:

message = m_format(cid, vals, vals, ...)
where the parameters and output are defined as follows.
Input:

cid - ciphersuite identifier of length 16 bits consisting of 4-bit substrings as specified in clause 6.2.3; the most
significant 4 bits cidy, .., 3 denote the underlying KDF from clause 7.4, cids, ., 7 denote the underlying classical ECDH key
establishment instance from clause 7.5.2 , and cids, ., 11 denote the underlying post-quantum ML-KEM instance from
clause 7.6.2. cidz, ., 15 denotes concatenate CatK DF from clause 8.2 or cascade CasK DF from clause 8.3 operation
mode.

A 16-bit cid is subdivided into 4-bit substrings CIDo, CID 1, CID », CID 3 s0 if the value is:
CID = 0x0123 = (0000000100100011)pin
then:

CIDg = (0000)pin, denotes the KDF instance as from clause 7.4

CID; = (0001)in, denotes elliptic curve ECDH from clause 7.5.2

CID; = (0010)pin, denotes post quantum KEM from clause 7.6.2

CID3 = (0011)sin, denotes concatenate CatK DF from clause 8.2 or cascade CasK DF from clause 8.3

Our test vectors use the following CID values:

enum CIDo = { HKDFwSHA256 = 1, HKDFwSHA384 = 2, HMACWSHA256 = 4, HMACwWSHA384 = 5,
KMAC128 = 7, KMAC256 = 8};

enum CID1 = {P256 = 1, P384 = 2, PBP256 = 4, PBP384 = 5, X25519 = 7, X448 = 8};
enum CID, = {ML-KEM-512 = 1, ML-KEM-768 = 2, ML-KEM-1024 = 3};
enum CID3 = { CatK DF = 1, CasK DF = 2} ;
valy, valy, ... - an ordered sequence of octet strings each of length less than 2% octets, wheren > 0.
Process:
1)  Set buffer = cid.
2) Fori=1,..,n
a)  Setlen = len(val)), returns the length of val; in octets.
i) Ifleni> 2% -1, return error.
i) L= [len]s2 - a32-bit integer value expressed as 4 octets.
b)  Set buffer = buffer || Li || vali.
3)  Set message = buffer.

4)  Return message.
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Output:
message - an octet string representing the message value or an error.

The message formatting function is designed to be used in conjunction with concatenate and cascade hybrid key
establishment scheme combiners.

In CatK DF, the values label A, P1, P2 are mapped to valy, valz, and vals in asingle m_foramt invocation as follows:
MA = m_format(cid, l[abelA, P4, Py).

Similarly, MB isformed as:
MB = m_format(cid, labelB, Ry, R»).

In CasK DF, the values |abel A; and P; are mapped to val;, and val; in separate m_foramt invocations, for eachi = 1, 2, as
follows:

MA = m_format(cid, labelA;, P;).
Similarly, MB; isformed as:
MB; = m_format(cid, labelB;, R).

NOTE 1: Inthe static hybrid key establishment scheme, prior to or during the key-establishment, the Sender (B)
receives Recipient's (A's) static public keysin atrusted manner.

NOTE 2: Any application of this formatting function should use a fixed number and fixed order of arguments to
avoid potential parsing issues.

NOTE 3: The test vector application uses the label contribution values label  and labelg as k_|en random nonces,
and constructs alabel for the key derivation function by bytewise X ORing these values together
label =labela " labels.
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Annex D (informative):
Test Vectors

D.1 Introduction

Portions of the test vectors are taken from NIST CAVP SP 800-56A ECC CDH Primitive Test Vectors[i.7], IETF
RFC 8734 Test Vectors[i.8], IETF RFC 7748 Test Vectors [8], and ML-KEM Test Vectors[i.10].

These test vectors are generated by the C reference implementation for Quantum-safe Hybrid Key Exchanges that can
be found at: https.//forge.etsi.org/rep/cyber/103744 QHKEX.

This codeis provided as an informative implementation of the Quantum-safe Hybrid Key Exchanges for the
Concatenate KDF (CatK DF) and Cascade KDF (CasKDF).

The code is not intended for production use. It isintended to be a reference implementation for test vectors for the
specification. The implementation has a dependency on OpenSSL version 3.2.4-dev libcrypto, LibOQS
version 0.11.0-release, and OQS-Provider 0.7.0-release.

To build the code at the command line execute:
gcc -Wall -0 etsi-hkex-test main.c -crypto.c gshkex.c -lcrypto -1o0gs
To run the code at the command line execute:

./ et si -hkex-test

D.2 Test vectors for CatkKDF

D.2.1 KDF as HKDF with SHA256, ECDH with NIST P-256, and

ML-KEM768
aD 1121
LA = 10102030405060708090A0BOCODOEOF10102030405060708090A0BOCODOEOF14
PAL =

EAD218590119E8876B29146FF89CAG61770CAEDBBF97D38CE385ED281D8A6B23028AF61281FD35E2FA7002523ACC85A429CB0
6EE6648325389F59EDFCE1405141

PA2 =
533145987CB33CD2C8F5AC8A73C03A97FB31D2B89D02B1576CFC77BC97656FC040FCC7569750459EE753EBD69839692B375A
0F53165B191CA8C65185B85626282C0A4AD63B36B6A289F661D505850832248D6F39084695C028B979835848931874E037EDF
33CDOF1521E2B478BFOC37D859572AB08C20F7687749032949AB7457B66C1206C08A78C58633BA008ES770224700B84758B2
2B290E9ED01F750439B00B97729960940817D3BA0CE7F10EB6AOCSEBDI75C85A6299A6CE486132292189F9DCC13F27591870
4192A417E7B305834323C354213195BAD0OASAA30A3980B028A1EL116E97E74ED8D0O53A2FA51E00068BCD69D325246E93A30AD
493D28099AF143016BE454413256A5DA144C0985C70664EE12013DF167E228B921EA3BACA94B5D5140581A4D7E7080B4C284
AG6DAA955366EAE3217541A0B1109313F7A1AE9305D55B45CB6A5B2F3321A10DB137E92306A3B2A25FC1999495F7A732D7CD8
3BE0923050A5562A036699F92427CB71COCA201D958F7A3171740AB477188DB276A52E576703493E289C14BF896D5A827586
492D23B605CDC6932A4ABF902A219F88B12D0479C91BAEE6C586A4A2061FC22D66264772359B569456111574D84606CBA282
92C37A40B81F5A113BBI9E72871E14184270FE2A87C33BA7D01E95A578950D098C48A584428BAC781BA938F13BB80F4790EC3
6F1A394FEC97AB80054F60A90DAB6ABE7D84799A604233A5A495294D13805B6CF3505DB833E9F223D102AAA9EG666580B088E
1CBABCACB52725CB768B5E990B89411AA652E06A2BDB937B185EB924C59AF6BA9BE2BA09409DB5C262D751731461A89AAC05
ADACC320B6AFC5CAASFDBB2F56B2483D11779C7117707B121D0B36362B2BF8D4B28F6948F5EB1D5E41B1C8A5053D581019C3
6AC87988803CB934027909DCAC5BD1AE2EF451D9F7945209C0E9E60AF43C50DCO8646F3BB13BEG6491E91930D9AA1AA315FB3
B1A067579565D170CAE888E9042751106B72A60470A69992508E8CE3101A602A22DA7FB1A744F09488E704481F649DAB6158
E5306F573009EC63ACF11B549D280033343FCO750BB927B931B94F9C5475A2B803AF36CC3CC30521EA2A86040E03E7CFO0B3
6D2E370856285AE4523367482E68473CA500200F75C8C423C8ABI3C7BFE74DF253AF97114A3FEAC1IDDD34E06747C6B386990
428100A99351BA14A3C19B1A7AG6DASA715F6A698E9FC330C13B98D61A2A85AC0E0896CC8032490B93FEB284703F21E6D1630
7D7886F948752FE55CEE7291C06AA7BBB79146C644AEA7C2765C5EFA535B729158EB51BC2D4C389B970B30086966D858D51B
78EF3829F9290DAF241C6D370425D83DDD61153DD2AC0FD206120434AD6792D60B2F084A2950AAC250B4001F309EA45B09D9
DB440D6A2C9BB3B140569C51C985A2BOBEO3ABA918C2311B11069FCIA0C762CCAS9CLBDAEA7C0406AFOCC7BBB1821C0F8733
563ABBE896525E1156F7D593F55C39922B6B79E462CES587189247FA045CB19FA7256B960D0B25B7B364ECE250D43E19313C7
98CE424634DC358A0914FAF33EA2BO6EAA748947C6C150E54D7BD3A4CA873B117266145833FF04CAA96424AB678B49BA94D6
619F01BBC62961850CF25765C7627910EF8E79F9B3749086 AABF75407D7ACA2748BC

LB = 0202030405060708090A0BOCODOEOF14202030405060708090A0BOCODOEOF14B
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PBL =
700CA8F77F56584C50C632CA65640DB91B6BACCE3A4 DF6B42CE7 CC838833D287DB71E509E3FDIB060DDB20BA5C51DCC5948D
46FBF640DFE0441782CABS5FA4AC

PB2 =

CC1160B24F3AB56D7 E3EEF460A2AD7 3D0E5B50BC5 FDEE06D74C80DF6295A5E7 FED8664C9B819ABBIOBF1B2481CA3958EDEOL
9E5A8D215E3C3B2FC662E6AGESFA4DBCD36C30C747745FCDBF85560645EC010987B87A7B42E619F388FDBBIDFOBI16A01AD06
40A9B761A9353DE373033EC5E2D16B59DB508BA33259B9791691FE35B2F08AFF381BFCOA74E380DFACI15B6165ED8C276DC7
112FD36B7C21710AC6A2201179642BACA216C3D4C39EA74E75A370BIADES5A2ADBBO0EADCCAAE2B3819374FDCE01FA4AF0253
5194B88933ECE5A9BIOC1 886EFBCF40B1505D4D2603F7 FED815F3B101664A90B239FE598E90C09069E102C500912C7 1F5339
6EAL1C9035682CIECB1627193FDEES03078E4CAB436B6 CACESA861ADI5B5F53E6C9757 EEDD7 FCOEA369089E82D2032C952094
60BDB80C7 D856 DDBBD589EL31CO91E1148B5E4139E7 FAEE32B25DA676FCB279ED94DIB28B6CA843F07A93FADCL314869D2E2
71D90DY93EAF5B654157BDBF45215D691 AFAECCA98E9ADB3A798029C2D68665878634E02B34006BA953DB444203C88C4523B
EDCA14358E0B129BC7 12EAB69D1C253C490DD4ESF751FBALB38BA200A3E73E78299306855237C6F72B15598B2EAB30224A22
C2C788306BEDE636CAD1C06EDOB6793E4609969CF8A442614C8C547598C26CC848BCA593E24591FC85F624548A1D01EASBED
4892C5C12EC07F70C8CA51CACCDLCOF061EE1BFE07112C2577552966EB25759E77882F1B5B327964E6269E36C1D5ACICO4B0
1DB891E1B3AC2660C5D99E32364AB31015986352ABB20A228C358A548D1B413FF534550F2EE0C80E0741B7F90DC22E8D701A4
4514810820A5A1D5EE62173283F91DAB585615E36A520FD7540FF7E7BID6F2FB616251F1D2B6A034AF6427E66D559D7 E04F1
C7C22FEFASF3F7B256D7225D5F683FE29238754D66E10687290675202CD15A32A7F71B5750A95BFCC183D2C26BF31D41225C
04FBC123683FA911B994C5BIAES172EE9847356067302E7C405625543B7FA82D9BE737467F7C000F97FFBB647500DE9EE36A
266F97AES3AB58D239533C8A2FB440E649ACDF6EFC3DI8BAF10A1BFAOF7681ECI708BABIDO0AT 8FFF74AA4C7099D6DAG9FBE
E2B7C5EA7CEB04527D01CA2CCA8416181BA450C2519A8F383881FF439DEDCEA5BF0117CACOAG612E52ADLA3B2F2D1C9917264
DD131813F3D9F6D2D574D6 CE9AA0943AA7 ES4COBDECS 15B6827921366794FE6BI058769ADCB3AL4593CA49A866DC7 AF5BCAF
2A48BB06271B3948CC64572AE3A9D46A1209D3E70A02D50AC3CBOAAL BS20FSEA25DAL 27931406 AAFCIBOOCOFDIOC75973215
86694E35EA291A88665A2FFBAE5COBE45938E60027 0606 DEB384F873457B5B5C7107651AE0273DF8A23FDFF74A2A6BD67703
854FASE115712E84D6726F27370FDE6390B362142FCD93647BD2D7A3927DE5F5040F60E17C39D1248F6662CF441EEAB2470C
D412050CE09EC31075001286F401A58FE6217000D6A9C8BA753C4CEIDLDBCF8BI08614DFOASL

k1l = 46FC52106420FF012E54A434FBDD2D25C0C5852060561E68040DD7778997BD7B

k2 = D71BD5A07C158C130283EF8545160290A46ADE09A63831C7B83B8FD0724C8FBO0

context = "ETSI _QSHKE TEST VECTORS V_1 2"

label = LA A LB = 1212233445566778899AABBCCDDEEFES212233445566778899AABBCCDDEEFESF

MA =cid || len(LA)|| LA || len(PAL) || PAL || len(PA2) || PA2

MB =cid || len(LB)|| LB || len(PBl) || PBL || len(PB2) || PB2

key material = 99B5DC7F166C3158043BC626DD0C4498

D.2.2 KDF as HMAC with SHA256, ECDH with NIST P-256, and

ML-KEM768
aD 4121
LA = 10102030405060708090A0BOCODOEOF10102030405060708090A0BOCODOEOF14
PAL =

EAD218590119E8876B29146FF89CA61770CAEDBBF97D38CE385ED281D8A6B23028AF61281FD35E2FA7002523ACC85A429CB0
6EE6648325389F59EDFCE1405141

PA2 =
533145987CB33CD2C8F5AC8A73C03A97FB31D2B89D02B1576CFC77BC97656FC040FCC7569750459EE753EBD69839692B375A
0F53165B191CA8C6185B85626282C0A4AD63B36B6A289F661D505850832248D6F39084695C028B979835848931874E037EDF
33CDOF1521E2B478BFOC37D859572AB08C20F7687749032949AB7457B66C1206C08A78C58633BA008ES770224700B84758B2
2B290E9ED01F750439B00B97729960940817D3BA0CE7F10EB6AOCBEBDI75C85A6299A6CE486132292189F9DCC13F27591870
4192A417E7B305834323C354213195BAD0OASAA30A3980B028A1EL16E97E74ED8DO53A2FAS1E00068BCD69D325246E93A30AD
493D28099AF143016BE454413256A5DA144C0985C70664EE12013DF167E228B921EA3BACA94B5D5140581A4D7E7080B4C284
AG6DAA955366EAE3217541A0B1109313F7A1AE9305D55B45CB6A5B2F3321A10DB137E92306A3B2A25FC1999495F7A732D7CD8
3BE0923050A5562A036699F92427CB71COCA201D958F7A3171740AB477188DB276A52E576703493E289C14BF896D5A827586
492D23B605CDC6932A4ABF902A219F88B12D0479C91B4EE6C586A4A2061FC22D66264772359B569456111574D84606CBA282
92C37A40B81F5A113BBI9E72871E14184270FE2A87C33BA7D01E95A578950D098C48A584428BAC781BA938F13BB80F4790EC3
6F1A394FEC97AB80054F60A90DA8B6ABE7D84799A604233A5A495294D13805B6CF3505DB833E9F223D102AAA9EG666580B088E
1CBABCACB52725CB768B5E990B89411AA652E06A2BDB937B185EB924C59AF6BA9BE2BA09409DB5C262D751731461A89AAC05
ADACC320B6AFC5CAASFDBB2F56B2483D11779C7117707B121D0B36362B2BF8D4B28F6948F5EB1D5E41B1C8A50530581019C3
6AC87988803CB934027909DCACSBD1AE2EF451D9F7945209C0E9E60AF43C50DC98646F3BB13BE6491E91930D9AA1AA315FB3
B1A067579565D170CAE888E9042751106B72A60470A69992508E8CE3101A602A22DA7FB1A744F09488E704481F649DAB6158
E5306F573009EC63ACF11B549D280033343FC9750BB927B931B94F9C5475A2B803AF36CC3CC30521EA2A86040E03E7CF90B3
6D2E370856285AE4523367482E68473CA500200F75C8CA423C8AB93C7BFE74DF253AF97114A3FEACIDDD34E06747C6B386990
428100A99351BA14A3C19B1A7AG6DASA715F6A698E9FC330C13B98D61A2A85ACOE0896CC8032490B93FEB284703F21E6D1630
7D7886F948752FES55CEE7291C06AA7BBB79146C644AEA7 C2765C5EFAS535B729158EB51BC2D4C389B970B300869660858D518
78EF3829F9290DAF241C6D370425D83DDD61153DD2ACOFD206120434AD6792D60B2F084A2950AAC250B4001F309EA45B09D9
DB440D6A2COBB3B140569C51Co85A2BOBEO3ABA918C2311B11069FCOA0C762CCA59C1BDAE4A7C0406AFOCC7BBB1821C0F8733
563ABBE896525E1156F7D593F55C39922B6B79E462CES87189247FA045CB19FA7256B960D0B25B7B364ECE250D43E19313C7
98CE424634DC358A0914FAF33EA2BO6EAA748947C6CL50E54D7BD3A4CA873B117266145833FF04CAA96424AB678B49BA94D6
619F01BBC62961850CF25765C7627910EF8E79F9B3749086AABF75407D7ACA2748BC

LB = 0202030405060708090A0BOCODOEOF14202030405060708090A0BOCODOEOF14B

PBl1 =
700C48F77F56584C5CC632CA65640DB91B6BACCE3A4DF6B42CE7CC838833D287DB71ES09E3FDIBO60DDB20BA5C51DCC5948D
46FBF640DFE0441782CAB85FA4AC

PB2 =
CC1160B24F3AB56D7E3EEF460A2AD73D0E5B50BC5FD6E06D74C80DF6295A5E7FED8664C9B819ABB90BF1B2481 CA3958EDEOL
9E5A8D215E3C3B2FC662E6AGESFAD6CD36C30C747745FCD8F85560645EC010987B87A7B42E619F388FDBBIDFOBI16A01AD0O6
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40A9B761A9353DE373033EC5E2D16B59DR508BA33259B9791691FE35B2F08AFF381BFCOA74E380DFACI15B6165ED8C276DC7
112FD36B7C21710AC6A2201179642BACA216C3D4C39EA74E75A370BIADES5A2ADBBO0EADCCAAE2B3819374FDCE01FAAF0253
5194B88933ECE5A9BIOCI 886 EFBCF40B1505D4D2603F7 FEDB15F3B101664A90B239FE598E90C09069E102C500912C71F5339
6EA1C9035682COECB1627193FDEES03078E4CAB436B6 CACEBA861ADI5B5F53E6C9757 EEDD7 FCOEA369089E82D2D32C952094
60BD880C7 D856 DD8BD589EL31C991E1148B5E4139E7 FAEE32B25DA676FCB279EDI4DIB28B6CA843F07A93FADCL31486902E2
71D90DY93E4F5B654157BDBF45215D691AFAECCA98E9ADB3A798029C2D68665878634E02B34006BA953DB444203C88CA523B
EDCA14358E0B129BC712EAB69D1C253C490DD4ESF751FBALB38BA200A3E73E78299306855237C6F72B15598B2EAB30224A22
C2C788306BEDE636CAD1C06EDOB6793E4609969CF8A442614C8C547598C26CC848BCA593E24591FC85F624548A1D01EASBED
4892C5C12ECO7F70C8CA51CACCDLCOF061EE1BFE07112C2577552966EB25759E77882F1B5B327964E6269E36C1D5ACICI4B0
1D891E1B3AC2660C5D99E32364AB31015986352ABB20A228C358A548D1B413FF534550F2EE0C80E0741B7F90DC22E8D701A4
4514810820A5A1D5EE62173283F91DAB585615E36A520FD7540FF7E7BID6F2FB616251F1D2B6A034AF6427E66D559D7 EO4F1
C7C22FEFASF3F7B256D7225D5F683FE29238754D66E10687290675202CD15A32A7F71B5750A95BFCC183D2C26BF31D41225C
04FBC123683FA911B994C5BIAES172EE9847356067302E7C405625543B7FA82DIBE737467F7C000F97FFBB647500DE9EE36A
266F97AE83AB58D239533C8A2FB440E649ACDF6 EFC8DI8BAF10A1BFAOF7681ECI708BABIDO0AT 8FFF74AA4C7099D6DA69FBE
E2B7C5EA7CEB04527D01CA2CCA8416181BA450C2519A8F383881FF439DEDCEA5BF0117 CACOAG12E52ADLA3B2F2D1C9917264
DD131813F3D9F6D2D574D6 CE9AAD943AA7 E84COBDECS 15B6827921366794FE6BI058769ADCB3AL4593CA49A866DC7 AF5BCAF
2A48BB06271B3948C064572AE3AIDA6A1209D3E70A02D50AC3CBOAALBS20F8EA25DAL 27931406 AAFCIBO0COFDIOCT5973215
86694E35EA291A88665A2FFBAE5 COBE4A5938E60027C6C6DEB384F873457B5B5C7107651AE0273DF8A23FDFF74A2A6BD67703
854FASE115712E84D6726F27370FDE6390B362142FCD93647BD2D7A3927DE5F5040F60E17C39D1248F6662CF441EEAB2470C
D412050CE09EC31075001286F401A58FE6217000D6A9C8BA753C4CEIDLDBCF8BI08614DFOASL

k1l = 46FC62106420FF012E54A434FBDD2D25C0C5852060561E68040DD7778997BD78

k2 = D71BD5A07CL58C130283EF8545160290A46ADE09A63831C7B83B8FD0724C8FBO0

context = "ETSI _QSHKE TEST VECTORS V_1 2"

label = LA A LB = 1212233445566778899AABBCCDDEEFES212233445566778899AABBCCDDEEFESF

MA = cid || len(LA)|| LA || len(PAL) || PAL || len(PA2) || PA2

MB =cid || len(LB)|| LB || len(PBL) || PBL || len(PB2) || PB2

key material = 3FOECA66248B91B18FA82A557C12EOE4

D.2.3 KDF as KAMC128, ECDH with NIST P-256, and ML-

CD 7121
LA = 10102030405060708090A0BOCODOEOF10102030405060708090A0BOCODOEOF14
PA1 =

EAD218590119E8876B29146FF89CAG61770CAEDBBF97D38CE385ED281D8A6B23028AF61281FD35E2FA7002523ACC85A429CB0
6EE6648325389F59EDFCE1405141

PA2 =
533145987CB33CD2C8F5AC8A73C03A97FB31D2B89D02B1576CFC77BC97656FC040FCC7569750459EE753EBD69839692B375A
0F53165B191CA8C65185B85626282C0A4AD63B36B6A289F661D505850832248D6F39084695C028B979835848931874E037EDF
33CDOF1521E2B478BFOC37D859572AB08C20F7687749032949AB7457B66C1206C08A78C58633BA008ES770224700B84758B2
2B290E9ED01F750439B00B97729960940817D3BA0CE7F10EB6AOCSEBDI75C85A6299A6CE486132292189F9DCC13F27591870
4192A417E7B305834323C354213195BADOASAA30A3980B028A1EL116E97E74ED8DO53A2FA51E00068BCD69D325246E93A30AD
493D28099AF143016BE454413256A5DA144C0985C70664EE12013DF167E228B921EA3BACA94B5D5140581A4D7E7080B4C284
AG6DAA955366EAE3217541A0B1109313F7A1AE9305D55B45CB6A5B2F3321A10DB137E92306A3B2A25FC1999495F7A732D7CD8
3BE0923050A5562A036699F92427CB71COCA201D958F7A3171740AB477188DB276A52E576703493E289C14BF896D5A827586
492D23B605CDC6932A4ABF902A219F88B12D0479C91BAEE6C586A4A2061FC22D66264772359B569456111574D84606CBA282
92C37A40B81F5A113BBI9E72871E14184270FE2A87C33BA7D01E95A578950D098C48A584428BAC781BA938F13BB80F4790EC3
6F1A394FECO7AB80054F60A90DA86ABETD84799A604233A5A495294D13805B6CF3505DB833E9F223D102AAA9E666580B088E
1CBABCACB52725CB768B5E990B89411AA652E06A2BDB937B185EB924C59AF6BA9BE2BA09409DB5C262D751731461A89AAC05
ADACC320B6AFC5CAASFDBB2F56B2483D11779C7117707B121D0B36362B2BF8D4B28F6948F5EB1D5E41B1C8A5053D581019C3
6AC87988803CB934027909DCAC5BD1AE2EF451D9F7945209C0E9E60AF43C50DCO8646F3BB13BEG6491E91930D9AA1AA315FB3
B1A067579565D170CAE888E9042751106B72A60470A69992508E8CE3101A602A22DA7FB1A744F09488E704481F649DAB6158
E5306F573009EC63ACF11B549D280033343FCO750BB927B931B94F9C5475A2B803AF36CC3CC30521EA2A86040E03E7CFO0B3
6D2E370856285AE4523367482E68473CA500200F75C8C423C8ABI3C7BFE74DF253AF97114A3FEAC1IDDD34E06747C6B386990
428100A99351BA14A3C19B1A7AG6DASA715F6A698E9FC330C13B98D61A2A85AC0E0896CC8032490B93FEB284703F21E6D1630
7D7886F948752FE55CEE7291C06AA7BBB79146C644AEA7C2765C5EFA535B729158EB51BC2D4C389B970B30086966D858D51B
78EF3829F9290DAF241C6D370425D83DDD61153DD2AC0FD206120434AD6792D60B2F084A2950AAC250B4001F309EA45B09D9
DB440D6A2C9BB3B140569C51C985A2BOBEO3ABA918C2311B11069FCIA0C762CCAS9CLBDAEA7C0406AFOCC7BBB1821C0F8733
563ABBE896525E1156F7D593F55C39922B6B79E462CES587189247FA045CB19FA7256B960D0B25B7B364ECE250D43E19313C7
98CE424634DC358A0914FAF33EA2BO6EAA748947C6C150E54D7BD3A4CA873B117266145833FF04CAA96424AB678B49BA94D6
619F01BBC62961850CF25765C7627910EFS8E79F9B3749086AABF75407D7ACA2748BC

LB = 0202030405060708090A0BOCODOEOF14202030405060708090A0BOCODOEOF14B

PB1 =

700CA48F77F56584C5CC632CA65640DB91B6 BACCE3A4DF6B42CE7CC838833D287DB71E509E3FDIB060DDB20BA5C51DCC5948D
46FBF640DFE0441782CAB85FAAAC

PB2 =
CC1160B24F3AB56D7E3EEF460A2AD73DOESB50BC5FDGE06D74C80DF6295A5E7FED8664COB819ABBI0BF1B2481 CA3958EDEOL
9E5A8D215E3C3B2FC662E6AGESFAD6CD36C30C747745FCD8F85560645EC010987B87A7B42E619F388FDBBIDFOBI16A01AD0O6
40A9B761A9353DE373033ECSE2D16B59DB508BA33259B9791691FE35B2F08AFF381BFCOA74E380DFACI15B6165ED8C276DC7
112FD36B7C21710AC6A2201179642BACA216C3D4C39EA74E75A370B9ADESSA2 ADBBOOEADCCAAE2B3819374FDCE01F4AF0253
5194B88933ECESA9BI0C1886EFBCF40B1505D4D2603F7FED815F3B101664A90B239FES98E90C09069E102C500912C71F5339
6EA1C9035682C9ECB1627193FDEE803078E4CAB436B6CACE8AB61ADISB5F53E6C9757EEDD7 FCOEA369089E82D2D32C952094
60BD880C7D856DD8BD589E131C991E1148B5E4139E7FAEE32B25DA676FCB279ED94D9B28B6CA843F07A93FADC1314869D2E2
71D90D993E4AF5B654157BDBF45215D691AFAECCA98E9ADB3A798029C2D68665878634E02B34006BA953DB444203C88C4523B
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EDCA14358E0B129BC712EAB69D1C253CA90DD4ESF751FBA1B38BA200A3E73E78299306855237C6F72B15598B2EAB30224A22
C2C7883C6BEDE636CAD1C06EDOB6793E4609969CF8A442614C8C547598C26CC848BCA593E24591FC85F624548A1 D01 EASBEO
4892C5C12ECO7F70C8CA51CACCD1COF061EE1IBFEO07112C2577552966EB25759E77882F1B5B327964E6269E36C1D5ACIC94B0
1D891E1B3AC2660C5D99E32364AB31015986352ABB20A228C358A548D1B413FF534550F2EE0C80E0741B7F90DC22E8D701A4
4514810820A5A1D5EE62173283F91DAB585615E36A520FD7540FF7E7BI9D6F2FB616251F1D2B6A034AF6427E66D559D7E04F1
C7C22FEFASF3F7B256D7225D5F683FE29238754D66E10687290675202CD15A32A7F71B5750A95BFCC183D2C26BF31D41225C
04FBC123683FA911B994C5B9AES172EE9847356C67302E7C405625543B7FA82D9BE737467F7CO000F97FFBB647500DE9EE36A
266F97AE83AB58D239533C8A2FB440E649ACDF6EFC8D98BAF10A1BFAOF7681EC9708BABIDO0A78FFF74AA4C7099D6DA69FBE
E2B7C5EA7CEB04527D01CA2CCA8416181BA450C2519A8F383881FF439DEDCEAS5BF0117CACOA612E52AD1A3B2F2D1C9917264
DD131813F3D9F6D2D574D6 CE9AA0943AA7E84COBDECS515B6827921366794FE6B9058769ADCB3A14593CA49A866DC7 AFSBCAF
2A48BB06271B3948CC64572AE3A9D46A1209D3E70A02D50AC3CBOAALIB820F8EA25DA127931406 AAFCIBOOCOFDI0C75973215
86694E35EA291A88665A2FFBAESCOBEA5938E60027C6C6DEB384F873457B5B5C7107651AE0273DF8A23FDFF74A2A6BD67703
854FASE115712E84D6726F27370FDE6390B362142FCD93647BD2D7A3927DESF5040F60E17C39D1248F6662CF441EE4AB2470C
D412050CEO9EC31075001286F401A58FE6217000D6 A9C8BA753CACEOD1D8CF8B908614DF0A81

k1l = 46FC62106420FF012E54A434FBDD2D25CCC5852060561E68040DD7778997BD7B

k2 = D71BD5A07C158C130283EF854516D290A46ADE09A63831C7B83B8FD0724C8FB0

context = "ETS|I_QSHKE TEST_VECTORS V_1_2"

| abel = LA " LB

MA =cid || len(LA || LA || len(PALl) || PALl || len(PA2) || PA2
MB =cid || len(LB)|]| LB || len(PBl) || PBL || len(PBl) || PB2

key material = 1154D484AAB6231EE566F303C68B1EEL

D.2.4 KDF as HKDF with SHA256, ECDH with Curve25519, and
ML-KEM768

CD 1721

LA = 0102030405060708090A0BOCODOEOF1101020304050607081020304050607085

PA1 = 8520F0098930A754748B7DDCB43EF75A0DBF3A0D26381AFAEBAAA9SEAAIBAEGA

PA2 =
06F51174F03C2FE07CC31B0659B87EBF124237811B88B980BC277F8C050B265CBEELIA4AE7145CB9253281BBC291F2808E065
855FD91C7D14122C589FB21B45FD3B7FBB6562FD53006B565189EC983C7A0D4C21596 EF3795AE22ECAD7 1F75395558B55220
662BB66C389ED9AB6B784476E1788F34B28B59A4C6F71F9F6A49DA80CAD3107DB2C306968B5600E18285F8BFA293677F699F
D2D2820DE490F530818D6667686A765FCC0009484D71629C1F148104B462325AC55EF34DD5C7098441A06757 CA35C8ADFDAB
6D36333310241F9970B1B123478DCBB75AE6CA39BB84FFCB23A593C24BC54E74B4086165BB4B10AE39F45447AAAEASFS55762
386B11051B84B0A688C12C73336FC87164B7FBC7FO0B07D2A51BB05560606D5558666CC322963AD3CA2BC1293260A94707770
C030B2BCOC00477A8BD5FF6737961480D48109F66075DA9C8AB516F70A78DA9E4A44AB65798A2565965A68AD9146FD9267D2A8
0C4352A0A988157522046620A63DOBA7BBCCAFD50A61384453F8545845B25E7A05745C4B26EF7211200A916241047FDABB66
936BB73510C04F5CD06A10AE3C459B74BB0CD85044BF8B6BF2B33294014B9D68517CB1A9813230BA08813807A2DFCC6A739B6
AC79575F19BAB96A7 CDED4A04DOES2508214ADA3763A0A048FC36785B2C718F75B3432769C1D2A6240336A82B39D865739AF7
8E94A92BD7B4703210297FB82EOBES57B97384DB5B24FFA5486C982AF48642D967222A28 C6F83ESAD6AS9CA486733808BA3BD
86A780E59888011965A351CA949B0D6C72FB3BAOF867834D166819C252D9600207C88997318B2D204AC3619247A01829484F
12BCA2E8F16AAC677COESBAC209F9BCCF019BBDA66ESFO73DFBDO34E08CAL5BE77576029654E049C1C20B1B123E5F0B501356
28CD2C96A5DOB1EEF48FBEO8ACA685247721B128F71DC748452B94A458F39B337BC2305CCC505BB18BF6ABE3EC2C825799B9
5C13A1F6411CD3B031F3CEC3DO9AFC1IA28F2019C1BD129A2EA35F06415C8B717337957CAA964E794881257073FF5C12C3C62
034861C343B7F70B9D475CCC10EA5889910E04CA7EAFOB762DB56962ECA0CA47CEB4D228600595CF22421148CF02B4CFCE76
AD27701F925C01C71C5405534ED54B0100C280DD861D89E967BED4829C568BB76CA500342803835F7983179CDA15899033F7
97951031138A83669AB4CCB4630058088AA0845FAF7B0761B405AE866CA26711EB152889D175E7B20DA03126B7419A766416
AG68AACOFBC355DA07D6EG339BCO539CEBS5711F633B8C7392627497821CBI9D7174CAEG655B5928BF722C84B8233A0993B6DED
2D7364443EAAC73A754B8190243DF936184819E1B8AB6FOBOBFBAC6CA7EGG6DDF11757BESS5E0787ADC112C63E644D1B904877
764D856ABE78B583600CBB2119CB916C689D4543F4D553CAC33AD19B245B4948EFOBA3SE7D1151179B9FB2941F3674E5F8771
677737C435B2383119A3E75434114439506E1B9145FF16B1458879A1039962434151619B77915D033A3FAB7385FES861E4A25
B125A205C3F1B16972470B2791534B5FB8731B20C03684CCBEB97A1FA4417655BB485C347519710522C357D50C43FC264409
8533FE549C825F5DC8CA82A0DD908891BB4F92EAABS1CBEO36CD6FB59A749269A0A3

LB = 202030405060708090A0BOCODOEOF100202030405060708E020304050607080C

PB1 = DE9EDB7D7B7DC1B4D35B61C2ECE435373F8343C85B78674DADFC7E146F882B4F

PB2 =
DB3D4F38A49CC5C1C7766573873F3926184923F570FCDBAG6D7086BEA39601 FADFEBABB2 FOEDOEBDS86A6468BEO3D3B05713DE
50B5E5D58FFDB5500F2AF7419682BC7857870D1E624C2B48A7EOD30A91F141F0764014FBED12A9F72C958EBS3A7EDAAL6825
78B4348A05C183C790FF56D66B23BD601FB372C771F52045E13CA2D6 DAB80A165A2159B8F990B5BBF125883DECOA2AF4AS4C
3F386DEADF6EE96923E9BB2551753DDC6D1FO0D7EE910835082C6260974D11FBA49951DB2E27B47362ECAEBF804327AD9682
01EDB71BDC8C32887214FB2AAA842 AABBEOAAEO3FDC695B19610377B9BEA9D371016674E977E9EA5382D236365EFEDF56665
9F9936D9D14CA8595DDF121AE7 ACC6056 DD6FE1B58DCOF0B23CF5366D2488C4D6361B09875242B3A39374159CF3654ABD25F
8B080BAE117A5F77D15031AD8B350C6922FFD426 ECOFO9F80A1918FE722CB7A4B537210EF8AS5538A52048 BADCE3CAFS5CA6454
EEAF413819D57EFBA834D7017F9343B302679A0A28F532E93FE8C5B6AEC3CA2C160A3FAD20FA2ABADD29C2564DB59FA25A1 1
CA502D11421F7F080A616F9656942932E11BFDCCA7B1D8EFFA81D724FFABF4613830631737EB7ES2DA78A6B026DB1CAFB80B
BF2D8F9393875330B2F9C1A124436028BF2624CLE64797ABE2E526967DDO9BC21B555A5833A31ACE7969E3ECC64C1697DECO
BO74108F6B17EFA2A517923B435D8446043FB1A96B2EF3B3D3952F08657997D1D9169FFD14316185EC30457EOFAF7EBA2B5A
02A01993EC530BB9CA44C091D2E9DOBC82951E577D76DC2757F2E04E822B6A29F840887A297202E7389A0999F9EG69255DEOA3
3AEB8CD0OB21B7F3B5AA7BFD864CF8FFAFFE78FFF166 CAF1B805464D5E4B60EB0277E3BA4F3F3390640F5F16EOB784CC8AG79
40977B2F0202D37A74472161589A7B9E7721CC532904A17 AFFSFAS6ECDCA6A410BD6F9309B2CC310D7941A02A5720CD64241
B5C13C78A86010805AC74C3B81D83348C63C410451BD2052CE764DA83CF80B2654CB1D033F259DA36039E4DF1ASCACE3F861
3E28CFC2B25EAE2A21B425B44D0C998977B3ADF5156BFCA1E357EC3F6B5805B2CDCAD46A4C83154AEFOF50D493BABOBBCAL3
OE92CA21AF8BDF817F7616B55C4C24C066EBF896F39A7BF50A241561E578BDD931CB07EADD193986C4A55F8798AB97B8D732D
37C796E09C1C7ABB978BF666CED961373198607AC355FCF6903B4F3047A1D97C344A2D8B73DB310769CCFB4AE3DAGCAES2DE
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B83BF4060722D9E5A9AFBD3E03B4517E3B7D563F31821D5D8EF7 FO6FODI2A9F401 EAIBEFD52CASDB331360E603C14A340B80
6155DE690CD2 D92 EE6 A8 EES 3BCEED7 EEB308D375518C851C109A03EE61960D6 CD7 CD1FDEE5CC2A401039A15EE4F97A734008
01A090FBF09BE42119662D06C3FF8217FCFC2C70CDE6ELC2F9A396A2E08A3C22AE3CEIOASCI7CIF69EBCL546898A047 CODCA
D128003A90B29B62F7B093CCI0CICD38104CLA3CE62BEAGA3646EF7E3BIFB7 CACA4E78FF650C

k1 = 4A5DOD5BA4CE2DEL728E3BF480350F25E07E21C947D19E3376F09B3CLEL61742

k2 = E3E4F4E9DAF5COAE03836BB9266C50B033285ACEIBCS56F73817CEL9679D1429A

context = "ETSI_QSHKE_TEST VECTORS V_1_2"

label = LA A LB = 212233445566778899AABBCCDDEEFE1121223344556677861223344556677889

MA = cid || len(LA)|| LA || len(PAL) || PAL || len(PA2) || PA2

MB =cid || len(LB)|| LB || len(PBL) || PBL || len(PB2) || PB2

key material = 701675524E4986A391AFEFBB604AA63D

D.2.5 KDF as HMAC with SHA256, ECDH with Curve25519, and
ML-KEM768

aD 4721
LA = 0102030405060708090A0BOCODOEOF1101020304050607081020304050607085

PAL = 8520F0098930A754748B7DDCB43EF75A0DBF3A0D26381AF4EBA4AISEAAIBAEGA

PA2 =

06F51174F03C2FE07CC31B0659B87EBF124237811B88BIS0BC277F8C050B265CBEE1AAAET 145CB9253281BBC291F2808E065
855FD91C7D14122C589FB21B45FD3B7 FBB6562FD53006B565189EC83C7A0D4C21596EF3795AE22ECAD7 1F75395558B55220
662BB66C389EDIAB6B784476E1788F34B28B59A4C6F71FIF6A49DAS0CAD3107DB2C306968B5600E18285F8BFA293677F699F
D2D2820DE490F530818D6667686A765FCC0009484D71629C1F148104B462325AC55EF34DD5C7098441A06757CA35C8ADFDAB
6D36333310241F9970B1B123478DCBB75AE6 CA39BB84FFCB23A593C24BC54E74B4086165BB4B10AE39F45447 AMEASF55762
386B11051B84B0A688C12C73336FC87164B7FBC7FOB07D2A51BB05560606D5558666CC322963AD3CA2BC1293260A94707770
CD30B2BCIC00477A8D5FF6737961480D48109F66075DAIC8AB516F70A78DAIEA44AB65798A2565965A68AD9146FD9267D2A8
0C4352A0A988157522046620A63D9BA7 BBCCAFD50A61384453F8545845B25E7A05745CAB26EF7211200A916241047FDABB66
936BB7351004F5CD06A10AE3CA59B74BB0CDB5044BF8B6BF2B33294014B9D68517CB1A9813230BA08813807A2DFCC6A739B6
AC79575F19BABI6A7 CDED404D0E52508214AD43763A0A048FC36785B2C7 18F75B3432769C1 D2A6240336A82B39D865739AF7
8E94A92BD7B4703210297FB82E0BES7B97384DB5B24FFA5486C982AF48642D967222A28 C6F83E5ADBAS9CA486733808BA3BD
86A780E59888011965A351CA949B0D6C7 2FB3BAOF867834D166819C252D9600207C88997318B2D204AC3619247A01829484F
12BCA2ESF16AACE77CIOESAC209F9BCCF019BBDAG6ESF073DFBDI34E08CAL5BE7 7576029654E049C1 C20B1B123E5F0B501356
28CD2C96A5D0B1EEFA8FBEOSACA685247721B128F71DC748452B94A458F39B337BC2305CCC505BB18BF6ABE3EC2C825799B9
5C13A1F6411CD3B031F3CEC3DI9AFCIA28F2019C1BD129A2EA35F06415C8B717337957CAAI64E794881257073FF5C12C3C62
034861C343B7F70B9D475CCCLOEA5889910E04CA7 EAFOB762DB56962ECA0CA47 CEBAD228600595CF22421148CF02B4CFCET6
AD27701F925001C71C5405534ED54B0100C280DD861D89E967BED4829C568BB76CA500342803835F7983179CDAL5899033F7
97951031138A83669AB4CCB4630058088AA0845FAF7B0761B405AE866C426711EB152889D175E7B20DA03126B7419A766416
AB8AACOFBC355DA07D6E6339BC0539CEBS5711F633B8C7392627497821CBID7174CAE655B5928BF722C84B8233A0993B6DEO
2D7364443EA4CT3A754B8190243DF936184819E1B8AB6FOBOBFBACECA7E66DDF11757BES5E0787ADCL12C63E644D1B904877
764D856ABE78B583600CBB2119CB916C689D4543F4D553CAC33AD19B245B4948EFOBA3E7DL151179BIFB2941F3674E5F8771
677737CA35B2383119A3E75434114439506E1B9145FF16B1458879A1039962434151619B877915D033A3FAB7385FE861E4A25
B125A205C3F1B16972470B2791534B5FB8731B20003684CCBEBI7ALFA4417655BB485C347519710522C357D50C43FC264409
8533FE549C825F5DC8CA82A0DDI08891BB4F92EAABS 1 CBE036 CDBFB59A749269A0A3

LB = 202030405060708090A0BOCODOEOF100202030405060708E020304050607080C

PB1 = DE9EDB7D7B7DC1BA4D35B61C2ECEA35373F8343C85B78674DADFCTEL46F882B4F

PB2 =
DB3D4F38A49CC5CLC7766573873F3926184923F570FCDBAGD7086BEA39601FADFEBABB2FOEDOEBDS6A6468BE03D3B05713DE
50B5E5D58FFDB5500F2AF7419682BC7857870D1E624C2B48A7EOD30A91F141F0764014FBEDL2A9F72C958EBS3A7ED4AL 6825
78B4348A05C183C790FF56D66B23BD601FB372C771F52045E13CA2D6DABS0AL65A2159B8F990B5BBF125883DECOA2AFAASAC
3F386DE4DF6EE96923E9BB2551753DD06D1F00D7 EE91083508206260974D11FBA49951 DB2E27B47362ECAEBF804327AD9682
01EDB71BDC8C32887214FB2AAA842AABBEOA4EO3FDC695B19610377BIBEAID371016674E977EIEA53820236365EFEDF56665
9F9936D9D14CA8595DDF121AE7ACC6056DD6FELB58DCOF0B23CF5366D2488C4D6361B09875242B3A39374159CF3654ABD25F
8BOSOBAE117A5F77D15031ADBB350C6922FFD426 ECOFOF80A1918FE722CB7 A4B537210EF8A5538A52048 BADCE3CAF5CA6454
EEAF413819D57EFBA834D7017F9343B302679A0A28F532E93FESC5B6AEC3CA2C160A3FAD20FA2ABADD29C2564 DB59FA25A1 1
CA502D11421F7F080A616F9656942932E11BFDCOCA7B1D8EFFA81D724FFABF4613830631737EB7E52DA78A6B026 DB1CAFBS0B
BF2D8F9393875330B2F9C1AL24436028BF2624C1E64797ABE2E526967DDI9BC21B555A5833A31ACE7969E3ECCH4C1697DECO
BO74108F6B17EFA2A517923B43508446043FB1A96B2EF3B3D3952F08657997D1D9169FFD14316185EC30457E0FAF7EBA2B5A
02A01993EC530BBICA4C091D2E9DIBCE2951E577D76DC2757F2E04E822B6A29F840887A297202E7389A0999F9E69255DE0A3
3AEB8CDOB21B7F3B5AA7BFDB64CF8FF4FFE78FFF166CAF1B805464D5E4B60EB0277E3BA4F3F3390640F5F16E0B784CC8A679
40977B2F0202D37A74472161589A7BIE77210C532904A1 7 AFF8FAS6ECDCA6A410BD6FI309B2CC310D7941A02A5720CD64241
B5C13C78A86010805AC74C3B81D83348C63C410451BD2052CE764DA83CF80B2654CB1D033F259DA36039E4DF1ASCACE3FS861
3E28CFC2B25EAE2A21B425B44D0C998977B3ADF5156BFCALE357 EC3F6B5805B2CDCADA6A4C83154AEFOF50D493BABOBBCAL3
0E92CA21AF8BDF817F7616B55C4C24C066EBF896F39A7BF50A241561E578BDD931CB07EADDL93986CA55F8798AB97B8D732D
37C796E09C1C7ABBI78BF666CEDI61373198607AC355FCF6903B4F3047A1D97C344A2D8B73DB310769CCFB4AE3DAGCAES2DE
B83BF4060722D9E5A9AFBD3E03B4517E3B7D563F31821D5D8EF7 FO6FODI2A9F401 EAIBEFD52CASDB331360E603C14A340B30
6155DE690CD2 D92 EE6ASEES 3BCEED7 EEB308D375518C851C109A03EE61960D6CD7 CD1FDEE5CC2A401039A15EE4F97A734008
01A090FBF09BE42119662D06C3FF8217FCFC2C70CDE6ELC2FIA396A2E08A3C22AE3CEIOASCI7CIF69EBCL546898A047 CODCA
D128003A90B29B62F7B093CCI0CICD38104CLA3CE62BEAGA3646EF7E3BIFB7 CACA4E78FF650C

k1l = 4A5DOD5BA4CE2DEL728E3BF480350F25E07E21C947D19E3376F09B3CLEL61742

k2 = E3E4FAE9DAF5COAE03836BB9266C50B033285ACEIBCS6F73817CE19679D1429A

context = "ETSI_QSHKE_TEST VECTORS V_1_2"

label = LA A LB = 212233445566778899AABBCCDDEEFE1121223344556677861223344556677889

MA = cid || len(LA)|| LA || len(PAL) || PAL || len(PA2) || PA2

MB =cid || len(LB)|| LB || len(PBL) || PBL || len(PB2) || PB2
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key material = 56617EOEC39843C6E41935F02A5D7FFD

D.2.6 KDF as KAMC128, ECDH with Curve25519, and ML-KEM768

CD 7721

LA = 0102030405060708090A0BOCODOEOF1101020304050607081020304050607085

PA1 = 8520F0098930A754748B7DDCB43EF75A0DBF3A0D26381AFAEBA4AA9SEAAIBAEGA

PA2 =
06F51174F03C2FE07CC31B0659B87EBF124237811B88B980BC277F8C050B265CBEELIA4AE7145CB9253281BBC291F2808E065
855FD91C7D14122C589FB21B45FD3B7FBB6562FD53006B565189EC983C7A0D4C21596 EF3795AE22ECAD7 1F75395558B55220
662BB66C389ED9AB6B784476E1788F34B28B59A4C6F71FI9F6A49DA80CAD3107DB2C306968B5600E18285F8BFA293677F699F
D2D2820DE490F530818D6667686A765FCC0009484D71629C1F148104B462325AC55EF34DD5C7098441A06757 CA35C8ADFDAB
6D36333310241F9970B1B123478DCBB75AE6CA39BB84FFCB23A593C24BC54E74B4086165BB4B10AE39F45447AAAEASF55762
386B11051B84B0A688C12C73336FC87164B7FBC7FOB07D2A51BB05560606D5558666CC322963AD3CA2BC1293260A94707770
C030B2BCOC00477A8BD5FF6737961480D48109F66075DA9C8AB516F70A78DA9EA44AB65798A2565965A68AD9146FD9267D2A8
0C4352A0A988157522046620A63D9BA7BBCCAFD50A61384453F8545845B25E7A05745CAB26EF7211200A916241047FDABB66
936BB73510C04F5CD06A10AE3C459B74BB0OCD85044BF8B6BF2B33294014B9D68517CB1A9813230BA08813807A2DFCC6A739B6
AC79575F19BAB96A7 CDED404DOES2508214AD43763A0A048FC36785B2C718F75B3432769C1D2A6240336A82B39D865739AF7
8E94A92BD7B4703210297FB82EOBES57B97384DB5B24FFA5486C982AF48642D967222A28 C6F83ESAD6AS9CA486733808BA3BD
86A780E59888011965A351CA949B0D6C72FB3BA0F867834D166819C252D9600207C88997318B2D204AC3619247A01829484F
12BCA2E8F16AAC677COESBAC209F9BCCF019BBDA66ESFO73DFBDO34E08CAL5BE77576029654E049C1C20B1B123E5F0B501356
28CD2C96A5D0B1EEF48FBEO8ACA685247721B128F71DC748452B94A458F39B337BC2305CCC505BB18BF6ABE3EC2C825799B9
5C13A1F6411CD3B031F3CEC3DO9AFC1IA28F2019C1BD129A2EA35F06415C8B717337957CAA964E794881257073FF5C12C3C62
034861C343B7F70B9D475CCC10EAS889910E04CA7EAFOB762DB56962ECA0CA47CEBAD228600595CF22421148CF02BACFCET6
AD27701F925C01C71C5405534ED54B0100C280DD861D89E967BED4829C568BB76CA500342803835F7983179CDA15899033F7
97951031138A83669AB4CCB4630058088AA0845FAF7B0761B405AE866C426711EB152889D175E7B20DA03126B7419A766416
AG68AACOFBC355DA07D6EG339BCO539CEBS5711F633B8C7392627497821CBI9D7174CAEG655B5928BF722C84B8233A0993B6DED
2D7364443EAAC73A754B8190243DF936184819E1B8AB6FOBOBFBAC6CA7EGG6DDF11757BESS5E0787ADC112C63E644D1B904877
764D856ABE78B583600CBB2119CB916C689D4543F4D553CAC33AD19B245B4948EFOBA3SE7D1151179B9FB2941F3674E5F8771
677737C435B2383119A3E75434114439506E1B9145FF16B1458879A1039962434151619B77915D033A3FAB7385FES861E4A25
B125A205C3F1B16972470B2791534B5FB8731B20C03684CCBEB97ALFA4417655BB485C347519710522C357D50C43FC264409
8533FE549C825F5DC8CA82A0DDO08891BB4F92EAABS1CBEO36CD6FB59A749269A0A3

LB = 202030405060708090A0BOCODOEOF100202030405060708E020304050607080C

PB1 = DE9EDB7D7B7DC1B4D35B61C2ECE435373F8343C85B78674DADFC7E146F882B4F

PB2 =

DB3D4F38A49CC5C1C7766573873F3926184923F570FCDBAG6D7086BEA39601 FADFEBABB2FOEDOEBDS86A6468BEO3D3B05713DE
50B5E5D58FFDB5500F2AF7419682BC7857870D1E624C2B48A7EOD30A91F141F0764014FBED12A9F72C958EBS3A7EDAAL6825
78B4348A05C183C790FF56D66B23BD601FB372C771F52045E13CA2D6 DAB80A165A2159B8F990B5BBF125883DECOA2AF4AS4C
3F386DE4ADF6EE96923E9BB2551753DDC6D1FO0D7EE910835082C6260974D11FBA49951DB2E27B47362ECAEBF804327AD9682
01EDB71BDC8C32887214FB2AAA842 AABBEOAAEO3FDC695B19610377B9BEA9D371016674E977E9EA5382D236365EFEDF56665
9F9936D9D14CA8595DDF121AE7 ACC6056 DD6FE1B58DCOF0B23CF5366D2488C4D6361B09875242B3A39374159CF3654ABD25F
8B080BAE117A5F77D15031AD8B350C6922FFD426 ECOFOF80A1918FE722CB7A4B537210EF8AS5538A52048 BADCE3CAFS5CA46454
EEAF413819D57EFBA834D7017F9343B302679A0A28F532E93FE8CS5B6AEC3CA2CL60A3FAD20FA2 ABADD29C2564DB59FA25A11
CA502D11421F7F080A616F9656942932E11BFDCCA7B1D8EFFA81D724FFABF4613830631737EB7ES2DA78A6B026DB1CAFB80B
BF2D8F9393875330B2F9C1A124436028BF2624C1E64797ABE2E526967DDO9BC21B555A5833A31ACE7969E3ECC64C1697DECD
BO74108F6B17EFA2A517923B435D8446043FB1A96B2EF3B3D3952F08657997D1D9169FFD14316185EC30457EOFAF7EBA2B5A
02A01993EC530BB9C44C091D2E9DOBC82951E577D76DC2757F2E04E822B6A29F840887A297202E7389A0999F9E69255DEOA3
3AEB8CD0OB21B7F3B5AA7BFD864CF8FFAFFE78FFF166 CAF1B805464D5E4B60EB0277E3BA4F3F3390640F5F16EOB784CC8AG79
40977B2F0202D37A74472161589A7B9E7721CC532904A17 AFFSFAS6ECDCA6A410BD6F9309B2CC310D7941A02A5720CD64241
B5C13C78A86010805AC74C3B81D83348C63C410451BD2052CE764DA83CF80B2654CB1D033F259DA36039E4DF1ASCACE3F861
3E28CFC2B25EAE2A21B425B44D0C998977B3ADF5156BFCA1E357EC3F6B5805B2CDCAD46A4C83154AEFOF50D493BABOBBCAL3
OE92CA21AF8BDF817F7616B55C4C24C066EBF896F39A7BF50A241561E578BDD931CB07EADD193986C4A55F8798AB97B8D732D
37C796E09C1C7/ABB978BF666CED961373198607AC355FCF6903B4F3047A1D97C344A2D8B73DB310769CCFB4AE3DAGCAES2DE
B83BF4060722D9ES5A9AFBD3EO3B4517E3B7D563F31821D5DBEF7FO6F0D92A9F401 EA9BEFD52CA8DB331360E603C14A340B80
6155DE690CD2D92EE6ASEES3BCEED7EEB308D375518C851C109A03EE61960D6CD7 CD1FDEESCC2A401039A15EEAF97A734008
01A090FBF09BE42119662D06C3FF8217FCFC2C70CDEGE1C2F9A396A2E08A3C22AE3CE90ASCO7 COF69EBC1546898A047CODCA
D128003A90B29B62F7B093CC90COCD38104C1A3CE62BEAGA3646EF7E3BOFB7CACA4E78FF650C

k1l = 4A5D9D5BA4CE2DE1728E3BF480350F25E07E21C947D19E3376F09B3CLEL61742

k2 = E3E4F4E9DAF5CIAE03836BB9266C50B033285ACEIBCE6F73817CE19679D1429A

context = "ETSI_QSHKE TEST_VECTORS V_1_2"

| abel = LA™ LB

MA =cid || len(LA)|| LA || len(PAl) || PAl || len(PA2) || PA2
MB =cid || len(LB)|]| LB || len(PBl) || PBL || len(PBl) || PB2

key material = 1B697069B3382C389E30EDO3D59D2BAA
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D.3  Test vectors for CaskKDF

D.3.1 KDF as HKDF with SHA256, ECDH with NIST P-256, and

ML-KEM768
aD 1122
LAL = 10102030405060708090A0BOCODOEOF10102030405060708090A0BOCODOEOF14
PAL =

EAD218590119E8876B29146FF89CA61770CAEDBBF97D38CE385ED281D8A6B23028AF61281FD35E2FA7002523ACC85A429CB0
6EE6648325389F59EDFCE1405141

LB1 = 0202030405060708090A0BOCODOEOF14202030405060708090A0BOCODOEOF14B

PBlL =
700C48F77F56584C5CC632CA65640DB91B6BACCE3A4DF6B42CE7CC838833D287DB71E509E3FDIB060DDB20BA5C51DCC5948D
46FBF640DFE0441782CAB85FA4AC

previ ous_chai n_secret = psk = <NULL>

k1l = 46FC62106420FF012E54A434FBDD2D25CCC5852060561E68040DD7778997BD7B

context = "ETSI _QSHKE TEST VECTORS V_1_2"
label 1 = LAL ~ LB1

MAL = cid || len(LAL) || LAL || len(PAL) || PAL
MBL = cid || len(LB1) || LBL || len(PB1) || PB1

chai n_secret1l = DA1BOA9081A422C6510559DA924B25AFFDACIDC19C100FDDA1C2D825695C125D
key_material 1 = 49A376AEA4059C01DB384944659F82E2

LA2 = 3102030405060708090A0BOCODOEOF110102030405060708090A0BOCODOEOF30

PA2 =
533145987CB33CD2C8F5ACBA73C03A97FB31D2B89D02B1576CFC77BC97656FC040FCC7569750459EE753EBD69839692B375A
0F53165B191CA8C6185B85626282C0A4AD63B36B6A289F661D505850832248D6F390846950028B979835848931874E037EDF
33CD9F1521E2B478BF0C37D859572AB08C20F7687749032949AB7457B66C1206C08A78C58633BA008ES770224700B84758B2
2B290E9EDO1F750439B00B97729960940817D3BA0CE7F10EB6AOC8EBDI75C85A6299A6CE486132292189F9DCCL3F27591870
4192A417E7B305834323C354213195BADOA5AA30A3980B028A1EL116E97E74ED8D053A2FA51E00068BCD69D325246 E93A30AD
493D28099AF143016BE454413256A5DA144C9985C70664EE12013DF167E228B921EA3BACA94B5D5140581A4D7E7080B4C284
A6DAA955366EAE3217541A0B1109313F7A1AE9305D55B45CB6A5B2F3321A10DB137E92306A3B2A25FC1999495F7A732D7CD8
3BE0923050A5562A036699F92427CB71C0CA201D958F7A3171740AB477188DB276A52E576703493E289C14BF896D5A827586
492D23B605CDC6932A4ABF902A219F88B12D0479C91BAEE6C586A4A2061FC22D66264772359B569456111574D84606CBA282
92C37A40B81F5A113BB9E72871E14184270FE2A87C33BA7D01E95A578950D098C48A584428BAC781BA938F13BB80F4790EC3
6F1A394FEC97AB80054F60A90DA86ABE7D84799A604233A5A495294D13805B6 CF3505DB833E9F223D102AAA9E666580B088E
1CBABCACB52725CB768B5E990B89411AA652E06A2BDB937B185EB924C59AF6BA9BE2BA09409DB5C262D751731461A89AAC05
ADACC320B6AFC5CAASFDBB2F56B2483D11779C7117707B121D0B36362B2BF8D4B28F6948F5EB1D5E41B1C8A5053D581019C3
6AC87988803CB934027909DCAC5BD1AE2EF451D9F7945209C0E9E60AF43C50DC98646F3BB13BE6491E91930D9AA1AA315FB3
B1A067579565D170CAE888E9042751106B72A60470A69992508E8CE3101A602A22DA7FB1A744F09488E704481F649DAB6158
E5306F573009EC63ACF11B549D280033343FC9750BB927B931B94F9C5475A2B803AF36CC3CC30521EA2A86040E03E7CF90B3
6D2E370856285AE4523367482E68473CA500200F75C8C423C8AB93C7BFE74DF253AF97114A3FEAC1DDD34E06747C6B386990
428100A99351BA14A3C19B1A7A6DASA715F6A698E9FC330C13B98D61A2A85ACOE0896CC8032490B93FEB284703F21E6D1630
7D7886F948752FE55CEE7291C06AA7BBB79146C644AEATC2765C5EFA535B729158EB51BC2D4C389B970B30086966D858D51B
78EF3829F9290DAF241C6D370425D83DDD61153DD2ACOFD206120434AD6792D60B2F084A2950AAC250B4001F309EA45B09D9
DB440D6A2C9BB3B140569C51C985A2BOBEO3ABA918C2311B11069FCIA0CT762CCA59C1BDAE47C0406 AFOCC7BBB1821C0F8733
563ABBE896525E1156F7D593F55C39922B6B79E462CES587189247FA045CB19FA7256B960D0B25B7B364ECE250D43E19313C7
98CE424634DC358A0914FAF33EA2BO6EAA748947C6C150E54D7BD3A4C4A873B117266145833FF04CAA96424AB678B49BA94D6
619F01BBC62961850CF25765C7627910EFS8E79F9B3749086AABF75407D7ACA2748BC

LB2 = 4202030405060708090A0BOCODOEOF1F202030405060708090A0BOCODOEOF1F7

PB2 =

CC1160B24F3AB56D7 E3EEF460A2AD73DOE5B50BC5FD6E06D74C80DF6295A5E7 FED8664COB819ABBI0BF1B2481CA3958EDEOL
9E5A8D215E3C3B2FC662E6AGESFAD6CD36C30C747745FCD8F85560645EC010987B87A7B42E619F388FDBBIDFOB916A01AD06
40A9B761A9353DE373033EC5E2D16B59DB508BA33259B9791691FE35B2F08AFF381BFCOA74E380DFACI15B6165ED8C276DCY
112FD36B7C21710AC6A2201179642BACA216C3D4C39EA74E75A370B9ADES5A2 ADSBOOEADCCAAE2B3819374FDCE01F4AF0253
5194B88933ECE5A9BI0C1886EFBCF40B1505D4D2603F7FED815F3B101664A90B239FE598E90C09069E102C500912C71F5339
6EA1CO035682C9ECB1627193FDEES03078E4CAB436B6 CACES8A861ADI5B5F53E6CO 757 EEDD7 FCOEA369089E82D2D32C952094
60BD880C7D856DD8BD589E131C991E1148B5E4139E7F4EE32B25DA676FCB279ED94D9B28B6C4843F07A93FADC1314869D2E2
71D90D993E4F5B654157BDBF45215D69 1 AFAECCA98E9ADB3A798029C2D68665878634E02B34006BA953DB444203C88C4523B
EDCA14358E0B129BC712EAB69D1C253C490DD4ESF751FBA1B38BA200A3E73E78299306855237C6F72B15598B2EAB30224A22
C2C7883C6BEDE636C4D1CO06EDOB6793E4609969CF8A442614C8C547598C26CC848BCA593E24591FC85F624548 A1 D01 EASBEOD
4892C5C12ECO7F70C8CA51CACCD1ICOF061EELIBFEO7112C2577552966EB25759E77882F1B5B327964E6269E36 C1D5SACIC94B0
1D891E1B3AC2660C5D99E32364AB31015986352ABB20A228C358A548D1B413FF534550F2EE0C80E0741B7F90DC22E8D701A4
4514810820A5A1D5EE62173283F91DAB585615E36A520FD7540FF7E7BID6F2FB616251F1D2B6A034AF6427E66D559D7E04F1
C7C22FEFASF3F7B256D7225D5F683FE29238754D66E10687290675202CD15A32A7F71B5750A95BFCC183D2C26BF31D41225C
04FBC123683FA911B994C5B9AES172EE9847356C67302E7C405625543B7FA82D9BE737467F7C000F97FFBB647500DE9EE36A
266F97AE83AB58D239533C8A2FB440E649ACDF6EFC8DI98BAF10A1BFAOF7681EC9708BABIDO0A78FFF74AA4C7099D6DA69FBE
E2B7C5EA7CEB04527D01CA2CCA8416181BA450C2519A8F383881FF439DEDCE45BF0117CACOA612E52AD1A3B2F2D1C9917264
DD131813F3D9F6D2D574 D6 CE9AA0943AA7E84COBDEC515B6827921366794FE6B9058769ADCB3A14593CA49A866DC7 AF5BCAF
2A48BB06271B3948CC64572AE3A9D46A1209D3E70A02D50AC3CB0AALIB820F8EA25DA127931406 AAFCI9BOOCOFDI0C75973215
86694E35EA291A88665A2FFBAESCIBE45938E60027 C6C6DEB384F873457B5B5C7107651AE0273DF8A23FDFF74A2A6BD67703
854FA5E115712E84D6726F27370FDE6390B362142FCD93647BD2D7A3927DESF5040F60E17C39D1248F6662CF441EE4B2470C
D412050CE09EC31075001286F401A58FE6217000D6A9C8BA753C4CE9D1D8CF8B908614DF0A81

previ ous_chai n_secret = DA1B0A9081A422C6510559DA924B25AFFDACIDC19CL00FDDA1C2D825695C125D
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k2 = D71BD5A07C158C130283EF854516D290A46ADE09A63831C7B83B8FD0724C8FBO
context2 = "ETSI _QSHKE_TEST_VECTORS V_ 1 2"

| abel 2 = LA2 » LB2

VA2 cid || len(LA2) || LA2 || len(PA2) || PA2
VB2 cid || len(LB2) || LB2 || len(PB2) || PB2

5E0A1BCC706338B2C8176D0476D28F551FCBB3EF68A917190BDE3E4AEGB0447B5
B4D24420223C495C2E12A50FD93C05B9

chai n_secret 2
key_material 2

D.3.2 KDF as HMAC with SHA256, ECDH with NIST P-256, and

ML-KEM768
CD 4122
LAL = 10102030405060708090A0BOCODOEOF10102030405060708090A0BOCODOEOF14
PAL =

EAD218590119E8876B29146FF89CA61770CAEDBBF97D38CE385ED281D8A6B23028AF61281FD35E2FA7002523ACC85A429CB0
6EE6648325389F59EDFCE1405141

LB1 = 0202030405060708090A0BOCODOEOF14202030405060708090A0BOCODOEOF14B

PB1 =

700C48F77F56584C5CC632CA65640DB91B6 BACCE3A4DF6B42CE7CC838833D287DB71E509E3FDIB060DDB20BA5C51DCC5948D
46FBF640DFE0441782CAB85FAAAC

previ ous_chai n_secret = psk = <NULL>

k1l = 46FC62106420FF012E54A434FBDD2D25CCC5852060561E68040DD7778997BD7B

context = "ETSI _QSHKE_TEST_VECTORS V_1_2"

| abel 1 = LA1 ~ LB1

MA1 = cid || len(LALl) || LAl || len(PAl) || PAl

MB1 = cid || len(LBl) || LBl || len(PBl) || PB1l

chai n_secretl = C8247E6FC6371394EB8FE74955D4A0CIBFE49BIAADIF3EAD7 FO07D6FOE4AC3BI

key_material 1 = CABF20A5F972813B117F9507227D6FD9

LA2 = 3102030405060708090A0BOCODOEOF110102030405060708090A0BOCODOEOF30

PA2 =
533145987CB33CD2C8F5AC8A73C03A97FB31D2B89D02B1576CFC77BC97656FC040FCC7569750459EE753EBD69839692B375A
0F53165B191CA8C6185B85626282C0A4AD63B36B6A289F661D505850832248D6F39084695C028B979835848931874E037EDF
33CDOF1521E2B478BFOC37D859572AB08C20F7687749032949AB7457B66C1206C08A78C58633BA008ES770224700B84758B2
2B290E9EDO1F750439B00B97729960940817D3BA0CE7F10EB6AOCSEBDO75C85A6299A6CEA86132292189F9DCC13F27591870
4192A417E7B305834323C354213195BAD0OASAA30A3980B028A1E116E97E74EDS8DO53A2FAS1E00068BCD69D325246E93A30AD
493D28099AF143016BE454413256A5DA144C0985C70664EE12013DF167E228B921EA3BACA94B5D5140581A4D7E7080B4C284
AG6DAA955366EAE3217541A0B1109313F7A1AE9305D55B45CB6A5B2F3321A10DB137E92306A3B2A25FC1999495F7A732D7CD8
3BE0923050A5562A036699F92427CB71COCA201D958F7A3171740AB477188DB276A52E576703493E289C14BF896D5A827586
492D23B605CDC6932A4ABF902A219F88B12D0479C91B4AEE6CS586A4A2061FC22D66264772359B569456111574D84606CBA282
92C37A40B81F5A113BBIE72871E14184270FE2A87C33BA7D01E95A578950D098C48A584428BAC781BA938F13BB80F4790EC3
6F1A394FECO7AB80054F60A90DA86ABE7D84799A604233A5A495294D13805B6CF3505DB833E9F223D102AAA9E666580B088E
1CBABCACB52725CB768B5E990B89411AA652E06A2BDB937B185EB924C59AF6BA9BE2BA09409DB5C262D751731461A89AAC05
ADACC320B6AFC5CAASFDBB2F56B2483D11779C7117707B121D0B36362B2BF8D4AB28F6948F5EB1D5E41B1C8A5053D581019C3
6AC87988803CB934027909DCAC5BD1AE2EF451D9F7945209C0E9EG0AF43C50DC98646F3BB13BE6491E91930D9AA1IAA315FB3
B1A067579565D170CAE888E9042751106B72A60470A69992508E8CE3101A602A22DA7FB1A744F09488E704481F649DAB6158
E5306F573009EC63ACF11B549D280033343FCO750BB927B931B94F9C5475A2B803AF36CC3CC30521EA2A86040E03E7CFO0B3
6D2E370856285AE4523367482E68473CA500200F75C8C423C8AB93C7BFE74DF253AF97114A3FEACIDDD34E06747C6B386990
428100A99351BA14A3C19B1A7AG6DASA715F6A698E9FC330C13B98D61A2A85ACOE0896CC8032490B93FEB284703F21E6D1630
7D7886F948752FES55CEE7291C06AA7BBB79146C644AEA7C2765C5EFAS35B729158EB51BC2D4C389B970B30086966D0858D518B
78EF3829F9290DAF241C6D370425D83DDD61153DD2ACOFD206120434AD6792D60B2F084A2950AAC250B4001F309EA45B09D9
DB440D6A2COBB3B140569C51CO85A2BOBEO3ABA918C2311B11069FCOA0C762CCAS59C1BDAE4A7C0406AFOCC7BBB1821C0F8733
563ABBE896525E1156F7D593F55C39922B6B79E462CES87189247FA045CB19FA7256B960D0B25B7B364ECE250D43E19313C7
98CE424634DC358A0914FAF33EA2BO6EAA748947C6C150E54D7BD3A4CA873B117266145833FF04CAA96424AB678B49BA94D6
619F01BBC62961850CF25765C7627910EF8E79F9B3749086AABF75407D7ACA2748BC

LB2 = 4202030405060708090A0BOCODOEOF1F202030405060708090A0BOCODOEOF1F7

PB2 =
CC1160B24F3AB56D7E3EEF460A2AD73DOESB50BCSFDGE06D74C80DF6295A5E7FED8664COB819ABBI0BF1B2481 CA3958EDEOL
9ES5A8D215E3C3B2FC662E6AGESF4D6CD36C30C747745FCD8F85560645EC010987B87A7B42E619F388FDBBODFOB916A01AD06
40A9B761A9353DE373033EC5E2D16B59DB508BA33259B9791691FE35B2F08AFF381BFCOA74E380DFACI15B6165ED8C276DC7
112FD36B7C21710AC6A2201179642BACA216C3D4C39EA74E75A370B9ADESS5 A2 ADSBOOEADCCAAE2B3819374FDCE01F4AF0253
5194B88933ECESA9BY0C1886EFBCF40B1505D4D2603F7FED815F3B101664A90B239FES98E90C09069E102C500912C71F5339
6EA1C9035682C9ECB1627193FDEE803078E4CAB436B6CACE8A861ADISB5F53E6C9757EEDD7 FCOEA369089E82D2D32C952094
60BD880C7D856DDBBD589E131C991E1148B5E4139E7FAEE32B25DA676FCB279ED94D9B28B6C4843F07A93FADCL314869D2E2
71D90D993EAF5B654157BDBF45215D691 AFAECCA98E9ADB3A798029C2D68665878634E02B34006BA953DB444203C88C4523B
EDCA14358E0B129BC712EAB69D1C253C490DD4ESF751FBA1B38BA200A3E73E78299306855237C6F72B15598B2EAB30224A22
C2C7883C6BEDE636C4D1C06EDOB6793E4609969CF8A442614C8C547598C26CC848BCA593E24591FC85F624548A1 D01 EASBED
4892C5C12ECO7F70C8CA51CACCD1COF061EEIBFEO7112C2577552966EB25759E77882F1B5B327964E6269E36C1D5AC9C94B0
1D891E1B3AC2660C5D99E32364AB31015986352ABB20A228C358A548D1B413FF534550F2EEO0C80E0741B7F90DC22E8D701A4
4514810820A5A1D5EE62173283F91DAB585615E36A520FD7540FF7E7B9D6F2FB616251F1D2B6A034AF6427E66D559D7E04F1
C7C22FEFASF3F7B256D7225D5F683FE29238754D66E10687290675202CD15A32A7F71B5750A95BFCC183D2C26BF31D41225C
04FBC123683FA911B994C5B9AES5172EE9847356C67302E7CA405625543B7FA82D9BE737467F7CO000F97FFBB647500DE9EE36A
266F97AE83AB58D239533C8A2FB440E649ACDFG6EFC8DI8BAF10A1BFAOF7681ECO708BABODO0A78FFF74AA4C7099D6DA69FBE
E2B7C5EA7CEB04527D01CA2CCA8416181BA450C2519A8F383881FF439DEDCEAS5BF0117CACOAG612E52AD1A3B2F2D1C9917264
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DD131813F3D9F6D2D574D6 CEIAA0943AAT ES4COBDECS 15B6827921366794FE6BI058769ADCB3AL4593CA49A866DCT AF5BCAF
2A48BB06271B3948CC64572AE3A9D46A1209D3E70A02D50AC3CBOAALBS20FSEA25DAL 27931406 AAFCIBOOCOFDI0C75973215
86694E35EA291A88665A2FFBAE5COBE45938E60027 0606 DEB384F873457B5B5C7107651AE0273DF8A23FDFF74A2A6BD67703
854FA5E115712E84D6726F27370FDE6390B362142FCD93647BD2D7A3927DESF5040F60E17C39D1248F6662CF441EE4B2470C
D412050CE09EC31075001286F401A58FE6217000D6A9C8BA753CACEIDLDBCF8BI08614DF0AS1

previ ous_chai n_secret = C8247E6FC5371394EBSFE74955D4A0COBFE49BIAADIF3EAD? FO07D6FOE4ACSBY

k2 = D71BD5A07C158C130283EF8545160290A46ADE09A63831C7B83B8FD0724C3FBO0

context2 = "ETS| _QSHKE_TEST_VECTORS V_1 2

label 2 = LA2 A LB2

MA2 = cid || len(LA2) || LA2 || len(PA2) || PA2

MB2 = cid || len(LB2) || LB2 || len(PB2) || PB2

FOOF9ESEF11D595ED63CO3F7C5DF216688658B4F558E8B91526 DCEDDO1A74D39
7E12FBC4071218FA9D7B3DC21A651EA3

chai n_secret 2
key_material 2

D.3.3 KDF as KMAC128, ECDH with NIST P-256, and ML-

CID 7122
LAl = 10102030405060708090A0BOCODOEOF10102030405060708090A0BOCODOEOF14
PA1 =

EAD218590119E8876B29146FF89CA61770CAEDBBF97D38CE385ED281D8A6B23028AF61281FD35E2FA7002523ACC85A429CB0
6EE6648325389F59EDFCE1405141

LB1 = 0202030405060708090A0BOCODOEOF14202030405060708090A0BOCODOEOF14B

PBlL =
700C4A8F77F56584C5CC632CA65640DB91B6BACCE3A4DF6B42CE7CC838833D287DB71E509E3FDIB060DDB20BA5C51DCC5948D
46FBF640DFE0441782CAB85FA4AC

previ ous_chai n_secret = psk = <NULL>

k1l = 46FC62106420FF012E54A434FBDD2D25CCC5852060561E68040DD7778997BD7B

contextl = "ETSI _QSHKE_TEST_VECTORS V_1_2"

label 1 = LAL A LBl
MAL = cid || len(LAL) || LAL || len(PAl) || PAL
MBL = cid || len(LBl) || LBl || len(PBl) || PBL

DDDDEB4EB4EDBOEC8SE7DBA3BBI0F581F87518F4C2DB2B7AF3BA49C2D505391D0
1375E52A33EFCB595531CACEAE3A915D

chai n_secret1
key _material 1

LA2 = 3102030405060708090A0BOCODOEOF110102030405060708090A0BOCODOEOF30

PA2 =
533145987CB33CD2C8F5AC8A73C03A97FB31D2B89D02B1576CFC77BC97656FC040FCC7569750459EE753EBD69839692B375A
0F53165B191CA8C6185B85626282C0A4AD63B36B6A289F661D505850832248D6F39084695C028B979835848931874E037EDF
33CDOF1521E2B478BFOC37D859572AB08C20F7687749032949AB7457B66C1206C08A78C58633BA008ES770224700B84758B2
2B290E9ED01F750439B00B97729960940817D3BA0CE7F10EB6AOCBEBDI75C85A6299A6CE486132292189F9DCC13F27591870
4192A417E7B305834323C354213195BAD0OASAA30A3980B028A1E116E97E74EDS8DO53A2FAS1E00068BCD69D325246E93A30AD
493D28099AF143016BE454413256A5DA144C9985C70664EE12013DF167E228B921EA3BACA94B5D5140581A4D7E7080B4C284
A6DAA955366EAE3217541A0B1109313F7A1AE9305D55B45CB6A5B2F3321A10DB137E92306A3B2A25FC1999495F7A732D7CD8
3BE0923050A5562A036699F92427CB71COCA201D958F7A3171740AB477188DB276A52E576703493E289C14BF896D5A827586
492D23B605CDC6932A4ABF902A219F88B12D0479C91BAEE6C586A4A2061FC22D66264772359B569456111574D84606CBA282
92C37A40B81F5A113BB9E72871E14184270FE2A87C33BA7D01E95A578950D098CA8A584428BAC781BA938F13BB80F4790EC3
6F1A394FEC97AB80054F60A90DA86ABE7D84799A604233A5A495294D13805B6CF3505DB833E9F223D102AAA9E666580B088E
1CBABCACB52725CB768B5E990B89411AA652E06A2BDB937B185EB924C59AF6BA9BE2BA09409DB5C262D751731461A89AAC05
ADACC320B6 AFC5CAASFDBB2F56B2483D11779C7117707B121D0B36362B2BF8D4B28F6948F5EB1D5E41B1C8A5053D581019C3
6AC87988803CB934027909DCACSBD1AE2EFA51D9F7945209C0E9E60AF43C50DC98646F3BB13BE6491E91930D9AA1AA315FB3
B1A067579565D170CAE888E9042751106B72A60470A69992508E8CE3101A602A22DA7FB1A744F09488E704481F649DAB6158
E5306F573009ECG3ACF11B549D280033343FC9750BB927B931B94F9C5475A2B803AF36CC3CC30521EA2A86040E03E7CF90B3
6D2E370856285AE4523367482E68473CA500200F75C8C423C8AB93C7BFE74DF253AF97114A3FEACLDDD34E06747C6B386990
428100A99351BA14A3C19B1A7AGDASA715F6A698E9FC330C13B98D61A2A85ACOE0896CC8032490B93FEB284703F21E6D1630
7D7886F948752FE55CEE7291C06AA7BBB79146C644AEA7C2765C5EFAS35B729158EB51BC2D4C389B970B30086966D858D51B
78EF3829F9290DAF241C6D370425D83DDD61153DD2ACOFD206120434AD6792D60B2F084A2950AAC250B4001F309EA45B09D9
DB440D6A2C9BB3B140569C51C985A2BOBEO3ABA918C2311B11069FCIA0C762CCAS9CLBDAEA7C0406AFOCC7BBB1821C0F8733
563ABBE896525E1156F7D593F55C39922B6B79E462CES87189247FA045CB19FA7256B960D0B25B7B364ECE250D43E19313C7
98CE424634DC358A0914FAF33EA2BO6EAA748947C6C150E54D7BD3A4CA873B117266145833FF04CAA96424AB678B49BA94D6
619F01BBC62961850CF25765C7627910EF8E79F9B3749086AABF75407D7ACA2748BC

LB2 = 4202030405060708090A0BOCODOEOF1F202030405060708090A0BOCODOEOF1F7

PB2 =

CC1160B24F3AB56D7E3EEF460A2AD73DOE5B50BC5FD6E06D74C80DF6295A5E7 FED8664COB819ABBI0BF1B2481 CA3958EDEOL
9ES5A8D215E3C3B2FC662E6AGESF4D6CD36C30C747745FCD8F85560645EC010987B87A7B42E619F388FDBBODFOB916A01AD06
40A9B761A9353DE373033ECSE2D16B59DB508BA33259B9791691FE35B2F08AFF381BFCOA74E380DFAC915B6165ED8C276DC7
112FD36B7C21710AC6A2201179642BACA216C3D4C39EA74E75A370B9ADESS A2 ADSBOOEADCCAAE2B3819374FDCE01F4AF0253
5194B88933ECE5A9BI0C1886EFBCF40B1505D4D2603F7FED815F3B101664A90B239FE598E90C09069E102C500912C71F5339
6EA1C9035682C9ECB1627193FDEE803078E4CAB436B6CACE8A861ADISB5F53E6C9757EEDD7 FCOEA369089E82D2D32C952094
60BD880C7D856DD8BD589E131C991E1148B5E4139E7FAEE32B25DA676FCB279ED94D9B28B6C4843F07A93FADC1314869D2E2
71D90D993E4F5B654157BDBF45215D691 AFAECCA98E9ADB3A798029C2D68665878634E02B34006BA953DB444203C88C4523B
EDCA14358E0B129BC712EAB69D1C253C4A90DD4ESF751FBA1B38BA200A3E73E78299306855237C6F72B15598B2EAB30224A22
C2C7883C6BEDE636CAD1C06EDOB6793E4609969CF8A442614C8C547598C26CC848BCA593E24591FC85F624548A1 D01 EASBED
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4892C5C12ECO7F70C8CA51CACCD1CIF061EE1IBFEO7112C2577552966EB25759E77882F1B5B327964E6269E36C1D5ACIC94B0
1D891E1B3AC2660C5D99E32364AB31015986352ABB20A228C358A548D1B413FF534550F2EE0CB0E0741B7F90DC22E8D701A4
4514810820A5A1D5EE62173283F91DAB585615E36A520FD7540FF7E7BID6F2FB616251F1D2B6A034AF6427E66D559D7E04F1
C7C22FEFA5F3F7B256D7225D5F683FE29238754D66E10687290675202CD15A32A7F71B5750A95BFCC183D2C26BF31D41225C
04FBC123683FA911B994C5B9AES172EE9847356C67302E7C405625543B7FA82D9BE737467F7C000F97FFBB647500DE9EE36A
266F97AE83AB58D239533C8A2FB440E649ACDF6EFC8DI8BAF10A1BFAOF7681ECO708BABIDO0A78FFF74AA4C7099D6DA69FBE
E2B7C5EA7CEB04527D01CA2CCA8416181BA450C2519A8F383881FF439DEDCE4A5BF0117CACOAG612E52AD1A3B2F2D1C9917264
DD131813F3D9F6D2D574D6CE9AA0943AATEB4CIBDEC515B6827921366794FE6B9058769ADCB3A14593CA49A866DC7 AFSBCAF
2A48BB06271B3948CC64572AE3A9D46A1209D3E70A02D50AC3CBOAALIB820F8EA25DA127931406 AAFCIBO0OCOFDI0C75973215
86694E35EA291A88665A2FFBAESCI9BE45938E60027C6C6DEB384F873457B5B5C7107651AE0273DF8A23FDFF74A2A6BD67703
854FASE115712E84D6726F27370FDE6390B362142FCD93647BD2D7A3927DESF5040F60E17C39D1248F6662CF441EE4B2470C
D412050CE09EC31075001286F401A58FE6217000D6A9C8BA753CACEID1 D3CF8B908614DF0A81

previ ous_chai n_secret = DDDDEB4EB4EDBI9EC8E7DBA3BBI0F581F87518F4C2DB2B7AF3BA49C2D505391D0

k2 = D71BD5A07C158C130283EF854516D290A46 ADE09A63831C7B83B8FD0724C8FB0

context2 = "ETS|I _QSHKE_TEST_VECTORS V_1_2"

| abel 2 = LA2 ~ LB2
MA2 cid || len(LA2)
MB2 cid || len(LB2)

A2 || len(PA2) || PA2
B2 || len(PB2) || PB2

[l L
L

65A510FF49080D4E9EF8AA392C14C1D9CACCFADD781BD84D2491B7CA81D13852
A21BOF3D7546FFD4C2A7058 ACOAE4ADSB

chai n_secret?2
key_material 2

D.3.4 KDF as HKDF with SHA256, ECDH with Curve25519, and

ML-KEM768
CD 1722
LAl = 0102030405060708090A0BOCODOEOF1101020304050607081020304050607085
PA1 = 8520F0098930A754748B7DDCB43EF75A0DBF3A0D26381AF4EBA4AOBEAAIBAEGA
LB1 = 202030405060708090A0BOCODOEOF100202030405060708E020304050607080C
PB1 = DE9EDB7D7B7DC1B4D35B61C2ECE4A35373F8343C85B78674DADFC/E146F882B4F

previ ous_chai n_secret = psk = <NULL>

k1l = 4A5D9D5BA4CE2DE1728E3BF480350F25E07E21C947D19E3376F09B3C1LEL61742

context = "ETSI _QSHKE_TEST_VECTORS V_1_2"

| abel 1 = LA1 ~ LB1

MA1 = cid || len(LAL) || LALl || len(PAl) || PAl

MB1 = cid || len(LBl) || LBl || len(PBl) || PB1l

chai n_secretl = F1AOE202AC8F33A77AAF0BD39852A997DCE9EASFAFF6882BF1DOF1536C84FA4C
key_material 1 = 083D51054638A7BE42551230786E0F60

LA2 = 14102030405060708090A0BOCODOEOF14102030405060708090A0BOCODOEOF11

PA2 =
06F51174F03C2FE07CC31B0659B87EBF124237811B88B980BC277F8C050B265CBEE1IA4AE7145CB9253281BBC291F2808E065
855FD91C7D14122C589FB21B45FD3B7FBB6562FD53006B565189EC983C7A0D4C21596 EF3795AE22ECAD71F75395558B55220
662BB66C389EDIABG6B784476E1788F34B28B59A4C6F71FOF6A49DA80CAD3107DB2C306968B5600E18285F8BFA293677F699F
D2D2820DE490F530818D6667686A765FCC0009484D71629C1F148104B462325AC55EF34DD5C7098441A06757 CA35C8ADFDAB
6D36333310241F9970B1B123478DCBB75AE6CA39BB84FFCB23A593C24BC54E74B4086165BB4B10AE39F45447 AAMEASF55762
386B11051B84B0A688C12C73336FC87164B7FBC7FOB07D2A51BB05560606D5558666CC322963AD3CA2BC1293260A94707770
C030B2BCOC00477A8BD5FF6737961480D48109F66075DA9C8AB516F70A78DA9E444AB65798A2565965A68AD9146FD9267D2A8
0C4352A0A988157522046620A63D9BA7BBCCAFD50A61384453F8545845B25E7A05745CAB26EF7211200A916241047FDABB66
936BB7351C04F5CD06A10AE3CA59B74BB0CD85044BF8B6BF2B33294014B9D68517CB1A9813230BA08813807A2DFCC6A739B6
AC79575F19BAB96A7 CDED404D0ES2508214AD43763A0A048FC36785B2C718F75B3432769C1D2A6240336A82B39D865739AF7
8E94A92BD7B4703210297FB82EOBE57B97384DB5B24FFA5486CO82AF48642D967222A28 C6F83E5ADGAS9CA486733808BA3BD
86A780E59888011965A351CA949B0D6C72FB3BA0F867834D166819C252D9600207C88997318B2D204AC3619247A01829484F
12BCA2E8F16AAC677COEBAC209F9BCCF019BBDAG6ESF073DFBD934E08CAL5BE77576029654E049C1C20B1B123E5F0B501356
28CD2C96A5D0B1EEF48FBEO8ACA685247721B128F71DC748452B94A458F39B337BC2305CCC505BB18BF6ABESEC2C825799B9
5C13A1F6411CD3B031F3CEC3DI9AFCLA28F2019C1BD129A2EA35F06415C8B717337957CAA964E794881257073FF5C12C3C62
034861C343B7F70B9D475CCC10EAS889910E04CA7EAFOB762DB56962ECA0CA47CEBAD228600595CF22421148CF02BACFCET6
AD27701F925C01C71C5405534ED54B0100C280DD861D89E967BED4A829C568BB76CA500342803835F7983179CDA15899033F7
97951031138A83669AB4CCB4630058088AA0845FAF7B0761B405AE866C426711EB152889D175E7B20DA03126B7419A766416
AG68AACOFBC355DA07D6EG339BC0539CEBS5711F633B8C7392627497821CBI9D7174CAE655B5928BF722C84B8233A0993B6DE0
2D7364443EAAC73A754B8190243DF936184819E1B8AB6FOBOBFBAC6CA7EGG6DDF11757BESS5E0787ADC112C63E644D1B904877
764D856ABE78B583600CBB2119CB916C689D4543F4D553CAC33AD19B245B4948EFOBA3E7D1151179B9FB2941F3674E5F8771
677737CA35B2383119A3E75434114439506E1B9145FF16B1458879A1039962434151619B77915D033A3FAB7385FE861E4A25
B125A205C3F1B16972470B2791534B5FB8731B20C03684CCBEB97ALFA4417655BB485C347519710522C357D50C43FC264409
8533FE549C825F5DC8CA82A0DD908891BB4F92EAABS1CBEO36CD6FB59A749269A0A3

LB2 = 202030405060708090A0BOCODOEOF110202030405060708A0203040506070808

PB2 =

DB3D4F38A49CC5C1C7766573873F3926184923F570FCDBAGD7086BEA39601 FADFEBABB2F9EDOEBD86A6468BE03D3B05713DE
50B5E5D58FFDB5500F2AF7419682BC7857870D1E624C2B48A7EOD30A91F141F0764014FBED12A9F72C958EBS3A7EDAALG825
78B4348A05C183C790FF56D66B23BD601FB372C771F52045E13CA2D6 DAB80A165A2159B8F990B5BBF125883DECOA2AF4A54C
3F386DE4DFGEE96923E9BB2551753DDC6D1F00D7EE910835082C6260974D11FBA49951DB2E27B47362ECAEBF804327AD9682
01EDB71BDC8C32887214FB2AAA842AABBEOA4EO3FDC6595B19610377B9BEAID371016674E977E9E4A5382D236365EFEDF56665
9F9936D9D14CA8595DDF121AE7ACC6056 DD6 FE1B58 DCOF0B23CF5366D2488C4D6361B09875242B3A39374159CF3654ABD25F
8B08B0OBAE117A5F77D15031ADBB350C6922FFD426 ECOF9F80A1918FE722CB7A4B537210EF8A5538A52048BADCE3CAF5C46454
EEAF413819D57EFBA834D7017F9343B302679A0A28F532E93FE8C5B6AEC3CA2C160A3FAD20FA2ABADD29C2564DB59FA25A11
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CA502D11421F7F080A616F9656942932E11BFDOCA7B1D8EFFA81D724FFABF4613830631737EB7E52DA78A6B026 DB1CAFB80B
BF2D8F9393875330B2F9C1A124436028BF2624CLE64797ABE2E526967DDI9BC21B555A5833A31ACE7969E3ECCE4C1697DECO
BO74108F6B17EFA2A517923B435D8446043FB1A96B2EF3B3D3952F08657997D1D9169FFD14316185EC30457 EOFAF7EBA2B5A
02A01993EC530BBICA4C091D2E9DIBCE2951E577D76DC2757 F2E04E822B6A29F840887A297202E7389A0999F9E69255DE0A3
3AEBSCDOB21B7F3B5AA7 BFD864CF8FF4FFE78FFF166CAF1B805464D5E4B60EB0277E3BAAF3F3390640F5F16E0B784CC8AG79
40977B2F0202D37A74472161589A7B9E7721CC532904A17 AFF8FAS6ECDCA6A410BD6F9309B2C0C310D7941A02A5720CD64241
B5C13C78A86010805AC74C3B81D83348C63C410451BD2052CE764DA83CF80B2654CB1D033F259DA36039E4DF1A5CACE3F861
3E28CFC2B25EAE2A21B425B44D0C998977B3ADF5156BFCAL E357EC3F6B5805B2CDCA D46 A4C83154AEFOF50D493BABOBBCAL3
OE92CA21AFSBDF817F7616B55C4C24C066 EBFS96F39A7BF50A241561E578BDD931CB07 EADDL93986CA55F8798ABI7B8D732D
37C796E09CLC7ABBI78BF666CEDI61373198607AC355FCF6903B4F3047A1D97C344A2D8B73DB310769CCFB4AE3DAGCAES2DE
B83BF4060722DIE5A9AFBD3E03B4517E3B7D563F31821D5D8EF7FO6F0D92A9F401 EA9BEFD52CASDB331360E603C14A340B80
6155DE690CD2D92 EE6ABEES3BCEED7 EEB308D375518C851C109A03EE61960D6CD7 CD1FDEESCC2A401039A15EE4F97A734008
01A090FBFO9BE42119662D06C3FF8217FCFC2C70CDE6ELC2F9A396A2E08A3C22AE3CE90A5CO7 COF69EBCL546898A047CIDCA
D128003A90B29B62F7B093CCI0CICD38104CL1A3CEG2BEAGA3646EF7 E3BIFB7 CACA4E78FF650C

previ ous_chai n_secret = F1AOE202ACBF33A77AAFOBD39852A997 DCEIEASFAFF6882BF1D0F1536C84FA4C

k2 = E3E4F4E9DAF5COAE03836BB9266C50B033285ACEIBC56F73817CEL19679D1429A

context2 = "ETSI _QSHKE_TEST VECTORS V_1 2"

label 2 = LA2 ~ LB2

M2 =cid || len(LA2) |
MB2 = cid || len(LB2) |

LA2 || Ien(PA2)
L

|| PA2
B2 || len(PB2) || P

B2

9774DFF0962EEEDES504442C32CE865101FB4C5EC91B6931BFDB5 CECD88AIF0A
2D490429EE1F9F17CB05AE44691CCDO9

chai n_secret 2
key_material 2

D.3.5 KDF as HMAC with SHA256, ECDH with Curve25519, and

Cl D 4722

LAl = 0102030405060708090A0BOCODOEOF1101020304050607081020304050607085
PA1 = 8520F0098930A754748B7DDCB43EF75A0DBF3A0D26381AFAEBAAA9SEAAIBAEGA
LB1 = 202030405060708090A0BOCODOEOF100202030405060708E020304050607080C

PB1 = DE9EDB7D7B7DC1B4D35B61C2ECE435373F8343C85B78674DADFC7E146F882B4F
previ ous_chai n_secret = psk = <NULL>
k1l = 4A5D9D5BA4CE2DE1728E3BF480350F25E07E21C947D19E3376F09B3C1LEL61742

context = "ETSI_QSHKE TEST VECTORS V_1 2"
label 1 = LAL A LBl

MAL = cid || len(LAL) || LAl || len(PAL) || PAL
MBL = cid || len(LBl) || LBl || len(PB1) || PBL

chai n_secretl = 66E1C15322867E26BCE237B5BE59BD39EES5F33A351FO0E8194CB81A79457DC63
key_material 1 320DD61D4ES5345CB48764C6F39DFOE39

LA2 = 14102030405060708090A0BOCODOEOF14102030405060708090A0BOCODOEOF11

PA2 =
06F51174F03C2FE07CC31B0659B87EBF124237811B88B980BC277F8C050B265CBEE1IA4AE7145CB9253281BBC291F2808E065
855FD91C7D14122C589FB21B45FD3B7FBB6562FD53006B565189EC983C7A0DAC21596 EF3795AE22ECAD7 1F75395558B55220
662BB66C389EDIAB6B784476E1788F34B28B59A4C6F71FI9F6A49DA80CAD3107DB2C306968B5600E18285F8BFA293677F699F
D2D2820DE490F530818D6667686A765FCC0009484D71629C1F148104B462325AC55EF34DD5C7098441A06757 CA35C8ADFDAB
6D36333310241F9970B1B123478DCBB75AE6CA39BB84FFCB23A593C24BC54E74B4086165BB4B10AE39F45447 AAMEASFS55762
386B11051B84B0A688C12C73336FC87164B7FBC7FOB07D2A51BB05560606D05558666CC322963AD3CA2BC1293260A94707770
C030B2BCOC00477A8BD5FF6737961480D48109F66075DA9C8AB516F70A78DA9E444AB65798A2565965A68AD9146FD9267D2A8
0C4352A0A988157522046620A63D9BA7BBCCAFD50A61384453F8545845B25E7A05745C4AB26EF7211200A916241047FDABB66
936BB7351C04F5CD06A10AE3C459B74BB0CD85044BF8B6BF2B33294014B9D68517CB1A9813230BA08813807A2DFCC6A739B6
AC79575F19BAB96A7 CDED4A04DOES2508214ADA3763A0A048FC36785B2C718F75B3432769C1D2A6240336A82B39D865739AF7
8E94A92BD7B4703210297FB82EOBES7B97384DB5B24FFA5486C982AF48642D967222A28 C6F83ESAD6AS9CA486733808BA3BD
86A780E59888011965A351CA949B0D6C72FB3BA0F867834D166819C252D9600207C88997318B2D204AC3619247A01829484F
12BCA2E8F16AAC677COESAC209F9BCCF019BBDA66ESF073DFBD934E08CAL5BE77576029654E049C1C20B1B123E5F0B501356
28CD2C96A5DOB1EEF48FBEO8ACA685247721B128F71DC748452B94A458F39B337BC2305CCC505BB18BF6ABE3EC2C825799B9
5C13A1F6411CD3B031F3CEC3DI9AFC1IA28F2019C1BD129A2EA35F06415C8B717337957CAA964E794881257073FF5C12C3C62
034861C343B7F70B9D475CCC10EA5889910E04CA7EAFOB762DB56962ECA0CA47CEB4D228600595CF22421148CF02B4CFCE76
AD27701F925C01C71C5405534ED54B0100C280DD861D89E967BED4829C568BB76CA500342803835F7983179CDA15899033F7
97951031138A83669AB4CCB4630058088AA0845FAF7B0761B405AE866CA26711EB152889D175E7B20DA03126B7419A766416
AG8AACOFBC355DA07D6EG339BCO539CEBS5711F633B8C7392627497821CBO9D7174CAE655B5928BF722C84B8233A0993B6DED
2D7364443EA4C73A754B8190243DF936184819E1B8AB6FOBOBFBAC6CA7EG6DDF11757BESS5E0787ADC112C63E644D1B904877
764D856ABE78B583600CBB2119CB916C689D4543F4D553CAC33AD19B245B4948EFOBA3E7D1151179B9FB2941F3674E5F8771
677737CA35B2383119A3E75434114439506E1B9145FF16B1458879A1039962434151619B77915D033A3FAB7385FES61E4AA25
B125A205C3F1B16972470B2791534B5FB8731B20C03684CCBEB97A1FA4417655BB485C347519710522C357D50C43FC264409
8533FE549C825F5DC8CA82A0DD908891BB4F92EAABS1CBEO36 CD6FB59A749269A0A3

LB2 = 202030405060708090A0BOCODOEOF110202030405060708A0203040506070808

PB2 =

DB3D4F38A49CC5C1C7766573873F3926184923F570FCDBAG6D7086BEA39601 FADFEBABB2FOEDOEBDS86A6468BEO3D3B05713DE
50B5E5D58FFDB5500F2AF7419682BC7857870D1E624C2B48A7EOD30A91F141F0764014FBED12A9F72C958EBS3A7EDAAL6825
78B4348A05C183C790FF56D66B23BD601FB372C771F52045E13CA2D6 DAB80A165A2159B8F990B5BBF125883DECOA2AF4AS4C
3F386DEADF6EE96923E9BB2551753DDC6D1FO0D7EE910835082C6260974D11FBA49951DB2E27B47362ECAEBF804327AD9682
01EDB71BDC8C32887214FB2AAA842 AABBEOA4EO3FDC695B19610377B9BEA9D371016674E977E9EA5382D236365EFEDF56665
9F9936D9D14CA8595DDF121AE7 ACC6056 DD6 FE1B58DCOFOB23CF5366D2488C4AD6361B09875242B3A39374159CF3654ABD25F
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8BOSOBAE117A5F77D15031ADBB350C6922FFD426 ECOFOFS80A1918FE722CB7 A4B537210EF8AS5538A52048 BADCE3CAF5CA6454
EEAF413819D57EFBA834D7017F9343B302679A0A28F532E93FESC5B6AEC3CA2C160A3FAD20FA2ABADD29C2564 DB59FA25A1 1
CA502D11421F7F080A616F9656942932E11BFDCOCA7B1DBEFFA81D724FFABF4613830631737EB7E52DA78A6B026 DB1CAFBS0B
BF2DBF9393875330B2F9C1A124436028BF2624C1E64797ABE2E526967DDI9BC21B555A5833A31ACE7969E3ECCH4C1697 DECO
BO74108F6B17EFA2A517923B43508446043FB1A96B2EF3B3D3952F08657997D1D9169FFD14316185EC30457EOFAF7 EBA2B5A
02A01993EC530BBICA4C091D2E9DIBCE2951E577D76DC2757F2E04E822B6A29F840887A297202E7389A0999F9E69255DE0A3
3AEB8CDOB21B7F3B5AA7BFDB64CF8FF4FFE78FFF166CAF1B805464D5E4B60EB0277E3BA4F3F3390640F5F16E0B784CC8A679
40977B2F0202D37A74472161589A7BIE77210C532904A17AFF8FAS6ECDCA6A410BD6F9309B20C310D7941A02A5720CD64241
B5C13C78A86010805AC74C3B81D83348C63C410451BD2052CE764DA83CF80B2654CB1D033F259DA36039E4DF1ASCACE3FS861
3E28CFC2B25EAE2A21B425B44D0C998977B3ADF5 156 BFCALE357EC3F6B5805B2CDCADA6A4C83154AEFOF50D493BABOBBCAL3
0E92CA21AF8BDF817F7616B55C4C24C066EBF896F39A7BF50A241561E578BDD931CB07EADD193986CA55F8798AB97B8D732D
37C796E09C1C7ABBI78BF666CEDI61373198607AC355FCF6903B4F3047A1D97C344A2D8B73DB310769CCFBAAE3DAG CAES2DE
B83BF4060722D9E5A9AFBD3E03B4517E3B7D563F31821D5D8EF7 FO6FODI2A9F401EAIBEFD52CASDB331360E603C14A340B80
6155DE690CD2 D92 EE6AS EES3BCEED7 EEB308D375518C851C109A03EE61960D6CD7 CDLFDEE5CC2A401039A15EE4F97A734008
01A090FBF09BE42119662D06C3FF8217FCFC2C70CDE6ELC2F9A396A2E08A3C22AE3CEI0ASCI7CIF69EBCL546898A047 CODCA
D128003A90B29B62F7B093CCI0CICD38104CLA3CEE2BEA6A3646EF7 E3BIFB7 CACA4E78FF650C

previ ous_chai n_secret = 66E1C15322867E26BCE237B5BE59BD39EES5F33A351F0ES194CB81A79457DC63

k2 = E3E4F4E9DAF5COAE03836BB9266C50B033285ACEIBCS6F73817CE19679D1429A

context2 = "ETS| _QSHKE_TEST_VECTORS_V_1_2"

label 2 = LA2 A LB2

M2 = cid || len(LA2) || LA2 || len(PA2) || PA2

MB2 = cid || len(LB2) || LB2 || len(PB2) || PB2

FDCOBA444B6BFO0BFC286635EB55268F344EC32AA7DB1BDAGBOF4EG61790A0344
37A9900F776007E7FBE40A5486322855

chai n_secret?2
key_material 2

D.3.6 KDF as KMAC128, ECDH with Curve25519, and ML-

KEM768
CD 7722
LAl = 0102030405060708090A0BOCODOEOF1101020304050607081020304050607085
PA1 = 8520F0098930A754748B7DDCB43EF75A0DBF3A0D26381AF4EBA4AOBEAAIBAEGA
LB1 = 202030405060708090A0BOCODOEOF100202030405060708E020304050607080C
PB1 = DE9EDB7D7B7DC1B4D35B61C2ECE4A35373F8343C85B78674DADFC7/E146F882B4F

previ ous_chai n_secret = psk = <NULL>
k1l = 4A5D9D5BA4CE2DE1728E3BF480350F25E07E21C947D19E3376F09B3C1LEL61742
contextl = "ETS|I _QSHKE_TEST_VECTORS V_1_2"

label 1 = LAL A LB1
MAL = cid || len(LAL) || LAL || len(PAL) || PAL
MBL = cid || len(LB1) || LBL || len(PB1) || PB1

C92543C00DEB478BDB6416DDEC53020ADA54F4BE288DDD7 EA66D5DE96B49A880
2491C2FBEE1FAAAB2092BBADSECI1ECY

chai n_secret1
key_material 1

LA2 = 14102030405060708090A0BOCODOEOF14102030405060708090A0BOCODOEOF11

PA2 =
06F51174F03C2FE07CC31B0659B87EBF124237811B88B980BC277F8C050B265CBEELIA4AE7145CB9253281BBC291F2808E065
855FD91C7D14122C589FB21B45FD3B7FBB6562FD53006B565189EC983C7A0DAC21596 EF3795AE22ECAD7 1F75395558B55220
662BB66C389EDOAB6B784476E1788F34B28B59A4C6F71F9F6A49DA80CAD3107DB2C306968B5600E18285F8BFA293677F699F
D2D2820DE490F530818D6667686A765FCC0009484D71629C1F148104B462325AC55EF34DD5C7098441A06757 CA35C8ADFDAB
6D36333310241F9970B1B123478DCBB75AE6CA39BB84FFCB23A593C24BC54E74B4086165BB4B10AE39F45447 AAMEASF55762
386B11051B84B0A688C12C73336FC87164B7FBC7FO0B07D2A51BB05560606D5558666CC322963AD3CA2BC1293260A94707770
C030B2BCOC00477A8D5FF6737961480D48109F66075DA9C8AB516F70A78DA9E444AB65798A2565965A68AD9146FD9267D2A8
0C4352A0A988157522046620A63D9BA7BBCCAFD50A61384453F8545845B25E7A05745CAB26EF7211200A916241047FDABB66
936BB7351C04F5CD06A10AE3C459B74BB0CD85044BF8B6BF2B33294014B9D68517CB1A9813230BA08813807A2DFCC6A739B6
AC79575F19BAB96A7 CDED404DOES2508214AD43763A0A048FC36785B2C718F75B3432769C1D2A6240336A82B39D865739AF7
8E94A92BD7B4703210297FB82EOBES7B97384DB5B24FFA5486C982AF48642D967222A28 C6F83ESADG6AS9CA486733808BA3BD
86A780E59888011965A351CA949B0D6C72FB3BA0F867834D166819C252D9600207C88997318B2D204AC3619247A01829484F
12BCA2E8F16AAC677COESAC209F9BCCF019BBDA66ESF073DFBD934E08CAL5BE77576029654E049C1C20B1B123E5F0B501356
28CD2C96A5DOB1EEF48FBEO8ACA685247721B128F71DC748452B94A458F39B337BC2305CCC505BB18BF6ABE3EC2C825799B9
5C13A1F6411CD3B031F3CEC3DO9AFCIA28F2019C1BD129A2EA35F06415C8B717337957CAA964E794881257073FF5C12C3C62
034861C343B7F70B9D475CCC10EAS889910E04CA7EAFOB762DB56962ECA0CA47CEBAD228600595CF22421148CF02BACFCET6
AD27701F925C01C71C5405534ED54B0100C280DD861D89E967BED4829C568BB76CA500342803835F7983179CDA15899033F7
97951031138A83669AB4CCB4630058088AA0845FAF7B0761B405AE866C426711EB152889D175E7B20DA03126B7419A766416
AG68AACOFBC355DA07D6EG339BCO539CEBS5711F633B8C7392627497821CBI9D7174CAE655B5928BF722C84B8233A0993B6DED
2D7364443EAAC73A754B8190243DF936184819E1B8AB6FOBOBFBAC6CA7EGG6DDF11757BESS5E0787ADC112C63E644D1B904877
764D856ABE78B583600CBB2119CB916C689D4543F4D553CAC33AD19B245B4948EFOBA3E7D1151179B9FB2941F3674E5F8771
677737C435B2383119A3E75434114439506E1B9145FF16B1458879A1039962434151619B77915D033A3FAB7385FES861E4A25
B125A205C3F1B16972470B2791534B5FB8731B20C03684CCBEB97A1FA4417655BB485C347519710522C357D50C43FC264409
8533FE549C825F5DC8CA82A0DD908891BB4F92EAABS1CBEO36CD6FB59A749269A0A3

LB2 = 202030405060708090A0BOCODOEOF110202030405060708A0203040506070808

PB2 =

DB3D4F38A49CC5CLC7766573873F3926184923F570FCDBAG6D7086BEA39601 FADFEBABB2FOEDOEBD86A6468BEO3D3B05713DE
50B5E5D58FFDB5500F2AF7419682BC7857870D1E624C2B48A7EOD30A91F141F0764014FBED12A9F72C958EBS3A7TEDAALG825
78B4348A05C183C790FF56D66B23BD601FB372C771F52045E13CA2D6DAB80A165A2159B8F990B5BBF125883DECOA2AF4A54C
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3F386DE4DF6EE96923E9BB2551753DDC6D1F00D7 EE91083508206260974D11FBA49951DB2E27B47362ECAEBF804327AD9682
01EDB71BDC8C32887214FB2AAA842AABBEOA4E03FDC695B19610377BIBEAID371016674E977EIEA53820236365EFEDF56665
9F9936D9D14CA8595DDF121AE7 ACC6056 DD6FELB58DCOF0B23CF5366D2488CAD6361B09875242B3A39374159CF3654ABD25F
8BOBOBAE117A5F77D15031ADBB350C6922FFD426 ECOFOFS80A1918FE722CB7 A4B537210EF8A5538A52048BADCE3CAF5CA6454
EEAF413819D57EFBAS34D7017F9343B302679A0A28F532E93FESC5BEAEC3CA2CL60A3FAD20FA2 ABADD29 C2564 DB59FA25A1 1
CA502D11421F7F080A616F9656942932E11BFDCCA7B1DBEFFA81D7 24FFABF4613830631737EB7E52DA78A6B026DB1CAFBS0B
BF2DBF9393875330B2F9C1A124436028BF2624C1E64797ABE2E526967DDI9BC21B555A5833A31ACE7969E3ECCH4C1697DECO
B074108F6B17EFA2A517923B43508446043FB1A96B2EF3B3D3952F08657997D1D9169FFD14316185EC30457EOFAF7 EBA2B5A
02A01993EC530BBICA4C091D2E9DIBCE2951E577D76DC2757 F2E04E822B6A29F840887A297202E7389A0999F9E69255DE0A3
3AEBSCDOB21B7F3B5AA7 BFD864CF8FF4FFE78FFF166CAF1B805464D5E4B60EB0277E3BA4F3F3390640F5F16E0B784CC8A679
40977B2F0202D37A74472161589A7BIE77210C532904A17AFF8FAS6ECDCA6A410BD6F9309B20C310D7941A02A5720CD64241
B5C13C78A86010805AC74C3B81D83348C63C410451BD2052CE764DA83CF80B2654CB1D033F259DA36039E4DF1ASCACE3F861
3E28CFC2B25EAE2A21B425B44D0C998977B3ADF5 156 BFCALE357EC3F6B5805B2CDCADA6A4C83154AEFOF50D493BABOBBCAL3
0E92CA21AFSBDF817F7616B55C4C24C066EBF896F39A7BF50A241561E578BDD931CB07EADDL93986CA55F8798ABI7B3D732D
37C796E09C1C7ABBI78BF666CEDI61373198607AC355FCF6903B4F3047A1D97C344A2D8B73DB310769CCFBAAE3DAG CAES2DE
B83BF4060722D9E5A9AFBD3E03B4517E3B7D563F31821D5DBEF7 FO6FODI2A9F401EA9BEFDS2CA8DB331360E603C14A340B80
6155DE690CD2 D92 EE6ASEES 3BCEED7 EEB308D375518C851C109A03EE61960D6CD7 CDLFDEE5CC2A401039A15EE4F97A734008
01A090FBF09BE42119662D06C3FF8217FCFC2C70CDE6ELC2FIA396A2E08A3C22 AE3CEI0ASCI7CIFB9EBCL546898A047 CODCA
D128003A90B29B62F7B093CCI0CICD38104CLA3CE2BEA6A3646EF7 E3BIFB7 CACA4E78FF650C

previ ous_chai n_secret = C92543C00DEB478BDB6416DDEC53020ADA54F4BE288DDD7 EA66D5DEI6B49A880

k2 = E3E4F4E9DAF5COAE03836BB9266C50B033285ACEIBCS56F73817CE19679D1429A

context2 = "ETS| _QSHKE_TEST_VECTORS V_1 2"
label 2 = LA2 A LB2

M2 = cid || len(LA2) || LA2 || len(PA2) || PA2
MB2 = cid || len(LB2) || LB2 || len(PB2) || PB2

CAA9F090FAB0C91A082150B0B5F445F5549F7COEBCOEO0642B794F68851EFDO6B
BF7487D94D53B67COF73A40293481833

chai n_secret?2
key_material 2
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Annex E (informative):

Change history

Date Version Information about changes
Updated to include static-ephemeral use case, and an abstraction of the context
January 2022 V115 formatting function.
March 2022 V1.1.6 |Minor edits based on working group feedback.
September 2022 | V1.1.7 Allgn_ed draft to latest NIST se_lecyon, removed reference to schemes no longer being
considered for NIST standardization.
Removed a context formatting function type because of incompatibility with current
May 2023 V118 implementations. Updated references.
Added latest references for FIPS 203 (draft) and Hybrid KEM proof paper. Updated
September 2023 | V1.1.9 |[references through out the document. Security consideration is augmented to include a
paragraph about IND-CCA for CatKDF.
February 2024 V1.1.10 |Added description of KMAC as a KDF function.
Added in fixed parameter sets for curves and KEMs. Updated specification to restrict
September 2024 |V1.1.11 KEMSs to FIPS 203 ML-KEM standard. Removed NIST P521 and brainpool curves.
P o Restored the previous concatenate-based formatting function, and restored the PRF to
KMAC mapping.
Refined the fixed parameter sets. Re-ordered some of the sections to have a single
description for CaskKDF and CatkKDF. Added an Annex C on message formatting used
December 2024 | V1.1.12 for test vectors. Small modification for CaskKDF to accommodate KMAC implementation
detail.
Added HMAC KDF, added error conditions to formatting functions, fixed label lengths
January 2025 V1.1.13 |when used, strengthened the language around authenticating messages, and fixed the
number of key establishment schemes and order for the shared secrets.
February 2025 V1114 Addressed comments received from on V.1.1.13 (removing "shall" statements from

notes, adding motivation for KDFs, and adding missing HMAC reference as a KDF).
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Document history
V111 December 2020 | Publication
V121 March 2025 Publication
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